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Abstract

The Diffie-Hellman Problem and Generalization of Verheul’s Theorem

Dustin Moody

Chair of the Supervisory Committee:
Professor Neal Koblitz
Department of Mathematics

Bilinear pairings on elliptic curves have been of much interest in cryptography recently.
Most of the protocols involving pairings rely on the hardness of the bilinear Diffie-Hellman
problem. In contrast to the discrete log (or Diffie-Hellman) problem in a finite field, the
difficulty of this problem has not yet been much studied. In 2001, Verheul (Advances
in Cryptology - EUROCRYPT 2001, LNCS 2045, pp. 195-210, 2001) proved that on a
certain class of curves, the discrete log and Diffie-Hellman problems are unlikely to be
provably equivalent to the same problems in a corresponding finite field unless both Diffie-
Hellman problems are easy. In this paper we generalize Verheul’s theorem and discuss the

implications on the security of pairing based systems. We also include a large table of

distortion maps.
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Chapter 1
INTRODUCTION

Throughout history, people have needed ways to transmit information in a secure man-
ner. In the basic model for cryptography, entities A (Alice) and B (Bob) are communicating
over a possibly insecure channel. It is assumed that an adversary E (Eve), who desires to
know what Alice and Bob are saying to each other, has access to the channel, as well as
considerable computing power. If Alice and Bob are careful, they can use cryptography
for many different objectives, including ensuring message confidentiality, creating digital
signatures, or exchanging keys.

Since 1985, the theory of elliptic curves has been used in cryptography. Elliptic curve
cryptosystems have some advantages over other systems. For one, there is a wide range of
parameters for a user to choose from. Given a prime power ¢ = p/, (p # 2 or 3), we can

define an elliptic curve over [F, by the equation
E:y* =2+ Az + B,

where A and B in F, are chosen so that 443 + 2782 # 0.

More importantly, elliptic curves offer the same level of security as other systems, but
with a much shorter keylength. This has made elliptic curve cryptography an increasingly
popular choice.

In the past few years, pairings on elliptic curves have been a very active area of research
in cryptography. A pairing is a map from pairs of points on an elliptic curve into the
multiplicative group of a finite field. The two pairings most commonly used, the Weil and
Tate pairings, are also bilinear and non-degenerate. These properties have enabled the
construction of new protocols for a variety of cryptographic applications.

The security for most of these protocols relies on the hardness of the bilinear Diffie-
Hellman problem, or some related problem. In contrast to the discrete log (or Diffie-

Hellman) problem in a finite field, the difficulty of this problem has not yet been much



studied. It is known that the bilinear Diffie-Hellman problem is not harder than the dis-
crete log or Diffie-Hellman problem in a finite field, but the precise relationship is not yet
clear.

In 2001, Verheul [65] proved a theorem relating to the then new XTR cryptosystem.
Using pairings, there is a computable homomorphism from certain supersingular elliptic
curves to the group used in the XTR cryptosystem. At the Crypto 2000 rump session
[46] it was pointed out that if this map could be efficiently inverted, the XTR system
would be equivalent to a supersingular elliptic curve cryptosystem. As such, any attack on
supersingular elliptic curve cryptography would yield an attack on the XTR system. Thus
the security of XTR would be no greater than that of supersingular elliptic curve systems.

In response, Verheul proved that the construction of a computable inverse would yield
an efficient algorithm to solve the Diffie-Hellman problem in certain finite fields. Since the
Diffie-Hellman problem is widely believed to be difficult, this would seem to show that the
XTR cryptosystem is not just an elliptic curve system in disguise.

The results in Verheul’s paper were specifically geared at a certain class of finite fields
and supersingular curves, but we generalize his result in this paper to arbitrary finite fields
and associated supersingular curves. We show that for any finite field I, we can construct
supersingular elliptic curves which under the so called MOV embedding are isomorphic to
the product of two cyclic groups of order ¢ — 1. If this embedding can be efficiently inverted,
then we show that the Diffie-Hellman problem is efficiently solvable in Iy, as well as on the
curve.

Verheul established his result before the advent of pairing based cryptology, and it was
intended solely to ensure confidence in the XTR system. It is now of interest because of
the light it sheds on the relationship between Diffie-Hellman and discrete log type prob-
lems in different groups and especially because of certain implications for the security of
pairing-based cryptography. Namely, our generalization of Verheul’s theorem says that the
security of pairing based systems depends on the infeasibility of constructing an inverse to
the Menezes-Okamoto-Vanstone embedding. Moreover, Verheul’s own interpretation of his
theorem (see the title of [38]) would suggest that the groups used in pairing-based cryp-

tography are less secure than subgroups of multiplicative groups of finite fields. We will



examine these implications more closely.

The outline of this paper is as follows. In chapter 2 we will review some basic facts
about elliptic curves. In chapter 3 we will discuss some of the mathematical problems upon
which the security of many cryptosystems rely. In the fourth chapter, we discuss in more
detail the theorem of Verheul (including its generalization), and its consequences. We give
the mathematical background and definitions of the Tate and Weil pairings in chapter 5.
In chapter 6 we define distortion maps, a tool used in pairing based cryptography and a
key part of the proof of the main result of this paper. We also study isogenies of elliptic
curves over finite fields, which are used to create distortion maps. chapter 7 will look at
some of the ways pairings have been utilized in cryptography. In chapter 8 we provide
some algorithms needed for the generalization of Verheul’s theorem, and determine their
complexity. In chapter 9, we look at the special cases of our result when the characteristic
of the finite field is 2. We give the proof of the main theorem in chapter 10, and some
examples in chapter 11. Finally, in chapter 12 we look at future directions of research and

open questions. We also include an appendix containing a table of explicit distortion maps.



Chapter 2

ELLIPTIC CURVES

2.1 Group law
Let K be a field. Consider the equation
y2 +ai1xy + azy = z3 + a2$2 + aqx + ag, a; € K.

Let L be any field containing K, and E(L) be the set of pairs (x,y) € L? that satisfy the
above equation, together with a ”point at infinity” written co. If there is no point of E(K)
where the partial derivatives simultaneously vanish, then FE is called an elliptic curve. This
condition makes the curve smooth.

For the purposes of this paper, K will almost always be a finite field F,. We note that if
the characteristic of K is not 2 or 3, then by changing variables, we can write the equation
of E as

E:y?> =23+ Az + B, where A,B € K.

With this equation, the condition of smoothness becomes 44342782 # 0. For elliptic curves
defined over Q, we use the following terminology. Let y? = 23 + Az + B be a minimal model
for an elliptic curve E defined over Q. The term minimal model will be explained shortly.
If p is a prime such that 443 +27B% =0 in [F), then p is known as a bad prime because the
reduction of E mod p is not an elliptic curve. For a given curve E defined over Q, there are
only a finite number of bad primes. A prime which isn’t bad is called good. Throughout
this paper, we will always assume that when we reduce a curve mod p we exclude the bad
primes.

Each element of F(L) is called a point, and E(L) can be made into an abelian group

under a certain addition of points. We summarize how this is defined. For any P,Q € E(L),

i. P4+ o00=P =00+ P (so oo is the identity element).



ii. —00 =00, and for P = (z,y) # o0, let —P = (z, —y — a1z — a3).
fii. P+ (—P)=00=(—P)+P.

iv. For P,QQ # oo and @ # —P, let R be the third point of intersection (counting
multiplicities) of the curve with the line [ = PQ if P # @, or with the tangent line to
the curve at P if P = ). Then we set P+ Q = —R.

This is visually depicted in Figure 2.1.

Figure 2.1: Addition of points on an elliptic curve

2.2 Elliptic curves over finite fields

Let E be an elliptic curve defined over F,. The following facts are well-known. Since F,
is finite, it is clear that E(F,) is a finite group. In fact, E(F,) is isomorphic to Z/nZ or
Z/nZ @ Z/noZ for some integers n, ni, ny with nj|ns.

If we know how many points are in E(F,), then we can determine how many points there
are over any extension of Fy. Let #E(F,) = ¢ + 1 —t. The number ¢ is called the trace of
E over F,, and by Hasse’s theorem, [t| < 2,/g. If we write X? —tX + ¢ = (X — a)(X — @),
then for all k > 1,

#E([Fp) =q" +1—a" —a"



Note that [a] = \/q.

For odd ¢, if E is given by y2 = 23+ az? + bz + ¢, then the twist of E by d is the curve E
given by dy? = 23 + az? + bx + c. It is easy to show that if d is a square in F,, the number
of points on E is the same as on E, while if d is not a square, then #E‘(Fq) =q+1+t.
Similar notions and results hold when ¢ is a power of 2.

There is an important homomorphism we can define on E(FF,). Define the Frobenius
map by

bq : E(Fq) — E(F,)
¢q($7y) = (:L'quq)'

The characteristic equation of ¢, is

¢§_t¢q+q:07

meaning for any P =€ F (Fq), we have
G2(P) — [t]¢g(P) + [g] P = cc.

The ¢ in this equation is the trace of E over F,, and is also the unique integer a for which
qﬁ —apq +q = 0. t is often referred to as the trace of the Frobenius.

The j-invariant of E is an invariant which can be used to tell when two elliptic curves
are isomorphic. If Fy and Es are isomorphic over a field K, then j(E;) = j(E2). If K
is algebraically closed, then the converse is also true. For curves given by the equation
E:y?> =23+ Az + B, j(E) can be calculated by

4A3
(B)=1728— -2
i (E) 4A3 1 272

If we desire a curve with a given j-invariant, then we can use the curve

21/ 2]
(1728 —5)°  4(1728 —j)’

2 _ .3
y—:n—|-4

which has j-invariant j # 0,1728. If we desire a curve with j-invariant 0, we can use
y?> = 23 4+ B and any B. For j-invariant 1728, the curve y? = 23 + Az will suffice with any
A.



The discriminant of the curve y?> = 22 + Az + B is defined to be the discriminant of
the polynomial 23 + Ax + B, which is equal to —16(4A43 + 27B?). Given an elliptic curve E
defined over the rationals, it is always possible (by changing variables) to find an equation
for E of the form 32 = 2% + Az + B with A and B in Z, and the absolute value of the
discriminant as small as possible. Such an equation is called a minimal model for E. The

bad primes are exactly those primes which divide the minimal discriminant.

2.3 ‘Torsion polynomials

For a given n, we now look at the points of order n on an elliptic curve E(F,). If n and the

characteristic of IF, are relatively prime, then
E[n)|={P € E(F,) | [n|P = o0} X Z/nZ & Z/nZ.

E[n] is the kernel of the multiplication-by-n map, [n| : E — E, where [n](P) = [n]P.
Given a point P = (x,y), we can derive explicit equations for the coordinates of [n|P in

terms of x and y.

Theorem 1 Let E be given by y?> = x> + Ax + B, over a field whose characteristic is not

2. Then we can write

(a2 y) walz,y)
P = (G i)

The functions ¢p,wn, and @, in Zlz,y] are defined recursively by

Py =0
¢ =1
<I>2:2y

O3 = 321 + 6422 + 12Bx — A?
®y = 4y(2® + 5A2% + 20B2® — 5A%2* — 4ABx — 8B? — A%)
Doyig = Ppyy2® — 0, D2, forn > 2

)
Pon = 2—; (Pri2®_y — Ppo®pyy) forn>2,



and
¢n = ZE(I)?L - <I>n+1<1>n—1
1
wn = - (Prio®i_y — ppo®2 ).
Y
Proof These formulas are well-known. For example, see [67] for details. O

The polynomial ®,, is called the n-th torsion polynomial of E. It can be shown that

y(nz™*=N/2 1 ) if n is even,
®n(z,y) = ,
na(=D/2 4 if n is odd.

Notice that in both cases, we have ®2(z,y) = n2gn’ -1 4 ..., is a function of x, since

y? =23 4+ Az + B.
Let
O, (z,y)/y if n is even,
O, () = Dp(x,1) =
D, (x,y) if n is odd.
An immediate corollary is that a point P = (z,y) is in E[n] if and only if ®,(z) = 0. We
will use torsion polynomials in chapter 8 to find subgroups of E[n], and also to prove the

nondegeneracy of the Weil pairing.

2.4 Supersingular curves

Let E be an elliptic curve defined over [F, where ¢ is a power of p. F is supersingular if E

satisfies one of three equivalent conditions (see [59]):
1. #E(F,) =1 mod p or equivalently #E(F,) = ¢+ 1 —t with p|t (¢ is the trace).
2. E has no nontrivial points of order p over F,, i.e., E[p] = {o0}.

3. The endomorphism ring of E over F, is non-commutative, or more precisely, it is an

order in a quaternion algebra.



For supersingular curves, if E is defined over F,, where ¢ = p/, then it is known that
J(E) € Fp2. So every supersingular curve is isomorphic (over F,) to one defined over Fp2.

If F isn’t supersingular, then F is said to be ordinary. Supersingular curves can be
classified according to their embedding degree k, which is at most 6 (see [19] or [43] for a
proof). The embedding degree of E is the smallest positive integer k such that the order of
every point of E(F,) divides ¢*¥ — 1.

Table 2.1: Classification of supersingular curves by embedding degree (see [43])

k | Group structure of E(F,) | Group structure of E(IFqk) t q

1 (Z/(a F 1)Z)? (Z)(q T 1)Z)* +2./7 g=pm

2 Z/(q+1)Z (Z/(q + 1)Z)? 0 g = P+l

2 Z/(HHZ & L/2Z (Z/)(q +1)Z)? 0 |q=p*. p=3mod4
3 Z/(qF i+ 1)Z (Z)(q% +£1)Z)? +./7 g = pm

4 Z/(aFV2q+1)Z (Z/(¢? + 1)Z)? +/2g e

6 Z/(qFV3q+1)Z (Z)(q® + 1)Z)? +/3g g = 32m+1
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Chapter 3
SECURITY

3.1 Hard problems

Public-key cryptosystems are based on one-way functions. In essence, a one-way function f
is one for which it is easy to compute f(x) for a given input x, but given a y in the image of f,
it is hard to find an z in the domain so that f(x) = y. One of the most important examples
of a one-way function is the discrete logarithm problem (DLP). Let G be a (multiplicatively
written) cyclic group generated by g of prime order n, i.e. |G| = |(g)| = n. Given an integer
r < n, it is relatively easy to compute g*, but conversely given an element y € G, it is
sometimes difficult to determine x such that y = ¢®. The discrete log problem has been
well-studied in groups such as finite fields and elliptic curves, and is believed to provide
adequate security if parameters are carefully chosen.

A closely related problem is the Diffie-Hellman problem (DHP). Using the same group G
with generator g, the Diffie-Hellman problem asks one to determine g*¥ given g, g* and ¢¥.
The decision Diffie-Hellman problem (DDHP) is: given g, g%, and ¢¥, determine if another
given element h € G is equal to g*¥. Clearly if you can solve the discrete log problem, then
you can solve the Diffie-Hellman problem, and if you can solve the Diffie-Hellman problem,
you can solve the decision Diffie-Hellman problem.

Many of the protocols of elliptic curve cryptography use one of these problems, imple-
mented in a prime order cyclic subgroup of the group of points on an elliptic curve.

Using bilinear pairings on elliptic curves, some related problems can be defined. Let

e: E(F,) x E(F,) — F« be a bilinear pairing. Bilinearity means that
e(P+ R,Q) = e(P,Q)e(R, Q)

e(P,Q+ R) =e¢(P,Q)e(P, R)

for all points P, @ and R on E(F,). We also require e to be nondegenerate, which means
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that for each point P, there is a point @ such that e(P, Q) # 1 and similarly for each point
@ there is a point P with e(P, Q) # 1. The bilinear Diffie-Hellman problem (BDHP) is:

abc

compute e(P, P) given P, [a] P, [b] P, and [c¢]P. If you can solve the DHP on the curve, you
could find [ab]P, and compute e([ab]P, [c]P) = e(P, P)™°, thus solving the bilinear Diffie-
Hellman problem. Similarly, if we could solve the DHP in the finite field, we could apply
the finite field DHP algorithm to e(P, P), e([c]P, P), and e([a]P, [b]P), which would solve
the BDHP. We could also define the bilinear decision Diffie-Hellman problem (BDDHP),
and similarly, solving the DDHP implies you can solve the bilinear decision Diffie-Hellman
problem. The security of many pairing based protocols depend on the assumed hardness of
these problems.

A problem P is said to reduce to another problem Q, if given an algorithm that solves
problem Q we can use it to efficiently solve problem . This means that problem Q is at
least as hard as problem P. So from what we said above, the BDHP reduces to the DHP,
which reduces to the DLP. Similarly, the decision Diffie-Hellman and the bilinear Diffie-
Hellman problems reduce to the DHP and BDHP respectively. If two problems reduce to
each other, then the problems are said to be equivalent. Roughly speaking, this means that
the two problems are equally hard.

We have a chain of reductions for the above problems, but could it be that some of these
problems are equivalent? There is evidence that the Diffie-Hellman problem is actually
equivalent to the discrete log problem (see [42]), and this has been proved in some cases
(see [13]). But there is no strong evidence that any of the other problems are equivalent.
For example, pairings can be used to show that on some curves, the DDHP is likely to be
much easier than the DHP. We will show how this can be done in a later chapter.

We introduce one more problem which will be used in the proof of the main result in
this paper. The weak Diffie-Hellman problem is the following. Given a cyclic group (g),
we need to find another generator h such that when presented with any g% and g¢° in (g),
then we can compute h*®. The generator h should only depend on g, and not on g* or g°.
At first glance, this seems easier than the Diffie-Hellman problem, but the following lemma

shows it is computationally equivalent to the Diffie-Hellman problem.
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Lemma 1 If the weak Diffie-Hellman problem can be solved efficiently, then so can the
Diffie-Hellman problem.

Proof The following proof is from [65]. Let (g) be our cyclic group with generator g. Let
n be the order of (g). The order n can be assumed to be prime, however the proof works
for composite n, provided that we can factor n. Let WDH be the function defined by
WDH (g% g*) = h®, for some generator h which depends only on g. By hypothesis, WDH
can be efficiently computed.

We can write h = ¢g°, for some unknown 0 < s < n. As h is a generator, necessarily

gP(n)—3

(s,n) = 1. We claim that we can efficiently find ¢ We’re using ¢ to denote the

Euler-phi function. To see this, for any i let

and

21 g2i+1 2i—1 21

. S S S si—1 st st st
T@i+1) = (¢, ") = 0" 0" = (WDH(g" ' g"), WDH(s",g)).

So given ¢, we can find T'(i) by repeated squarings and multiplications in 4 log, i calls to the
gP(n)—3

W DH function. This means we can efficiently compute T'(¢(n) — 3), and obtain g

Now given g and ¢°, set
r=WDH <gS*’(”)’3, WDH(¢°, gb)> — WDH (f*”(”)’g, h“b>

=WDH (gsﬁp(n)i:3 g“bs>

— hs‘P(”)’:’abs — hs‘P(”)*zab

_ (QS)S‘P(”)*Zab . gs‘P(”)*lab

_ _abs71

The last equality follows by Euler’s theorem, namely s?(™) = 1 mod n for any integer s

coprime to n.



Finally,

-1 -1 -1
WDH(T’, g) —WDH <gabs ’g> — habs — (gs)abs — gab‘

We have efficiently solved the Diffie-Hellman problem in (g).

13
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Chapter 4
VERHEUL’S THEOREM

Recall that the embedding degree of F is the smallest positive integer k such that the
order of every point of E(F,) divides ¢" — 1. We'll soon see that the Weil pairing reduces
the DLP (or DHP) on an elliptic curve with embedding degree k to the same problems in
F(’;k. To ensure confidence in the security of pairing based cryptography, we would like to
be able to show that the DLP on low-embedding degree curves is equivalent to (and not
easier than)the DLP in F(’;k, since this problem has been studied far more extensively in

finite fields.

This is done using the MOV embedding, by which we mean the map

e:(P)—F,u where é(Q)=e(Q,5),

where P and S are fixed points of order n on E(F. ). So a straightforward way to try
to prove equivalence would be to find a homomorphism that goes from the finite field to
the curve, i.e. a homomorphism that inverts the MOV embedding. Such a homomorphism
might be interpreted as evidence for the security of pairing based cryptosystems. However,

Verheul proved the following in [65].

Theorem 2 Let p be a prime p =2 mod 3, and n a prime number such that n|(p> +p—1).
Let g be a generator of y,, the group of n™ roots of unity in IE‘;G. Let P be a point of order
n on a supersingular curve I defined over Fp2 with #E(F,2) = p?—p+1.

If an efficiently computable homomorphism can be found from p, to (P), then the Diffie-
Hellman problem can be efficiently solved in both p, and (P).

The group p, in the theorem is called an XTR group. In 2000, A. Lenstra and Verheul
created the XTR public key system. It is based on a new way to represent elements of a

subgroup of the multiplicative group of certain finite fields [38]. Its security relies on the
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DHP in the finite field. At the Crypto 2000 rump session [46] it was pointed out that if
an efficiently computable homomorphism inverting the MOV embedding for XTR groups
could be found, the XTR system would be equivalent to certain supersingular elliptic curve
cryptosystems. It was posed as an open problem to construct such a map. Wanting to
show this was not likely, Verheul proved the above result. He concluded that this ”provides
evidence that the multiplicative group of a finite field provides essentially more...security
than the group of points of a supersingular elliptic curve of comparable size.” It should be
noted, however, that one should be cautious about concluding that the finite field problems
are harder than the problems on the supersingular curve just because one particular ap-
proach to proving equivalence seems unlikely to succeed. Verheul’s theorem does provide
some evidence, but opinions differ about how strong this evidence is.

Verheul’s result also has implications for pairing based cryptography. Many people
would hesitate to have confidence in pairing based systems unless some rigorous security
guarantees can be given. For example, some of the applications in chapter 7 depend on the
hardness of the DHP on the curve. It would provide confidence if it could be shown the
DHP on the curve is no easier than the DHP in the corresponding finite field. A natural
way to try to prove this would be to construct an inverse MOV map.

Verheul’s theorem was specifically aimed at certain finite fields and supersingular curves,
but we generalize his result in this paper to arbitrary finite fields and associated supersin-
gular curves. Since the DHP in finite fields has been extensively studied, and is generally
regarded to be intractable, the generalized version of Verheul’s theorem implies that if an
efficiently computable inverse MOV homomorphism could be found, systems relying on the
hardness of the DHP in IF, or in the corresponding elliptic curve group would be insecure.
This would include almost all pairing based cryptosystems. This includes, for example,
Joux’s three party key distribution scheme, Boneh and Franklin’s identity based encryption
system, and Boneh, Lynn, and Schachem’s short signature scheme, all of which we will
discuss in chapter 7.

We emphasize that the absence of a map which inverts the MOV embedding does not
mean that the DLP in the finite field isn’t equivalent to the same problem on the curve.

Nor does it mean that one problem is necessarily harder than the other. It just means that
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a certain avenue for proving equivalence does not work. There could be other, less direct
methods to show their equivalence.

We also remark that even if it is the case that two problems are unlikely to be provably
equivalent, they could still be equivalent in practice. That is, it is still possible that in
practice no one will ever find a way to solve one of them without solving the other. For
example, it is unlikely that the DDHP in a finite field is provably as hard as the DLP in
a finite field. Yet currently there seems to be no way to solve the DDHP in a finite field
without solving the DLP. So in practice, there is no gap between the two problems.

In [33], Koblitz and Menezes suggested how Verheul’s theorem could be generalized. Let
[F, be an arbitrary finite field, and suppose that we have a trace zero elliptic curve E over
[F,. A trace zero curve means that ¢t = 0, i.e., #E(F,;) = g+ 1. Suppose that E has equation
y? = f(z) for odd q and y% +y = f(z) for ¢ a power of 2. Let 3 € FF,2 be a nonsquare in F 2
for odd ¢ and an element of absolute trace 1 for ¢ a power of 2 (that is, Tr]Fq2 /F,(B) = 1). Let
E be the twisted curve over F,2 with equation By* = f(z) for odd q and y* +y+ 8 = f(z)
for ¢ a power of 2.

We have #E(F;) = ¢+1 = ¢+1—a—a, and so « is purely imaginary. As |a| = /g, we
have a = /G- i. So #E(Fp2) =¢*+1—a*—a% =¢*+1+2¢, and #E‘(Iﬁ‘qz) =q¢>+1-2q.
Then (using the classification of supersingular curves given in chapter 2) E (IF,2) is a product
of two cyclic groups of order g — 1, each of which is isomorphic to the multiplicative group of
F, under the MOV embedding. If the theorem can be generalized to these curves, then an
efficiently computable construction of a homomorphism that inverts the MOV embedding
would make the Diffie-Hellman problem easily solvable in all finite fields.

When ¢ = p>™ and p # 3 mod 4, there is no trace zero curve over F,. However, we will
show we can still construct a supersingular curve E, such that E(F ) is a product of two

cyclic groups of order ¢ — 1.

We now state the main theorem of this paper. The proof will be given in chapter 10.

Theorem 3 Let F, be an arbitrary finite field. Then there is an elliptic curve E over F,
such that E‘(qu) 1 a product of two cyclic groups of order q — 1.

Given such a curve, let P be a generator for one of the cyclic subgroups of order ¢ — 1.
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Under the MOV embedding, we have an isomorphism from (P) to F,. If an efficiently
computable isomorphism can be found from Fy to (P), then (assuming the Generalized
Riemann Hypothesis) the Diffie-Hellman problem can be efficiently solved in both Fy and
(P).

The problem of inverting pairings is an area of active study. See, for example, the papers

[21], [22], [29], [50], [51], [52], or [53].



18

Chapter 5
PAIRINGS

Given an elliptic curve F over [F, and a positive integer n not divisible by the charac-
teristic p of Iy, let
Eln)={P € E(F,): [n]P =00},

be the set of points of E of order n over F,. Let u, be the set of n*™ roots of unity in F,,

pn = {C: (" =1} CF,. A pairing is a function
e: Eln] x E[n] — .

We will be interested in pairings which are bilinear and nondegenerate. Bilinearity means

for all P, Py, P»,Q, @1, and Q2 in E[n], we have

e(Pl + P27 Q) = e(P17 Q)G(Pg, Q) and G(P, Ql + Q2) = G(P, Ql)e(P7 Q2)

Nondegeneracy means for all P # oo in E[n|, there is a @) € E[n] such that e(P, Q) # 1,
and similarly, for all Q # oo in E[n], there is a P € E[n] such that e(P, Q) # 1.

Some basic properties of pairings include the following:

Lemma 2 Let e be a bilinear, nondegenerate pairing. Then for all P,Q € E|n|, and any

a,b ez,
1. e(P,o0) = e(00, Q) = 1
2. e(-P,Q) = e(P,—Q) = e(P, Q)"
3. e([a]P, Q) = e(P,Q)* = e(P, [a]Q)

4. e([a] P, [b]Q) = e(P, Q)™
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Proof Everything easily follows from the bilinear property. O

The two most common pairings used, the Tate and Weil pairings, are bilinear and
nondegenerate. Both pairings can also be efficiently computed. Before we can define them,

we need to review the theory of divisors.
5.1 Divisors

All of the results given in this chapter are standard facts about divisors, and so we omit
most proofs. Proofs can be found in [26] or [18]. Let E be an elliptic curve defined over a

field K. A divisor D on FE is a formal sum
D =Y ¢l[P)]
J

where each P; € E(K) and ¢; € Z, with only finitely many of the ¢; nonzero. We sometimes

write alternatively
D=> cp[P].
P

The support of D is the set of all points P; where c¢; # 0. The set of all divisors on E is
called div(FE). It is an abelian group under addition with

(ZCP[P]> + (ZdP[P]> = (cp +dp)[P]
P P

P

We define the degree and sum of a divisor D as follows:

deg(D) = deg Z clP] | = ch €Z
J J

sum(D) = sum ch[Pj] = Z[cj]Pj € E(K).
J J

We also will define the divisor of a function on E. By a function on E, we mean a nonzero

f(z,y) € K(x,y). It is possible for functions to have more than one representation on

a given curve. For example, if E : y* = 2® + z, then on E the function f(z,y) = ¥

could also be written as g(x,y) = 24 might seem that this could lead to confusion
y
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in evaluating f(P), particularly when the numerator or denominator evaluates to 0. The

following theorem ([18]) clarifies this.

Theorem 4 Given a point P on an elliptic curve E, there is a function Up (called a
uniformizing parameter for P) such that for any function f on E, there is an integer r and

a function g on E such that
f="Upg,

where Up(P) = 0, and g(P) # 0,00. The number r doesn’t depend on the choice of Up.

For a given P, there are three possibilities for f(P) = Upg. If r = 0, then f(P) = g(P).
If r > 0, then f(P) = 0, and f has a zero at P of order . If r < 0, then f has a pole of order
r at P. In all cases, define the order of f at P to be the value of r, written ordp(f) = r.
Then the divisor of f is

div(f)= Y ordp(f)[P).

PeE(K)
The sum in the definition of div(f) is actually a finite sum [18].

Theorem 5 Let f be a function on E. Then

1. f has only finitely many zeroes and poles.
2. The degree of div(f) is 0.

3. If div(f)=0, i.e., if f has no zeroes or poles, then f is constant.

Given a function f on £ and a divisor D, we can define f(D) as follows. If D = 3 ¢;[Pj],
then let

F(D) =] .
J

We will need a few more results about divisors before being able to define the Tate and

WEeil pairings.
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Lemma 3 If f and g are two functions on E, then

div(f) + div(g) = div (fg),

and

dwuj—dww):dw<§>.

A divisor D is said to be defined over F x, when the ¢"-th Frobenius map permutes the

points in the support of D so as not to change the formal expression of D.

Theorem 6 Let D be a divisor of degree 0 on an elliptic curve E. There is a function f
on E with div(f)=D if and only if sum(D)=00. Furthermore, if sum(D)=0c then we can

choose f so that it is defined over F x when D is defined over F .

Proof Following ([67]), we prove this theorem in one direction. For the other direction,
see [18] or [26]. This part of the proof is worth giving in detail because the method can be
used in computing pairings.

Suppose that sum(D)=occ and deg(D)=0. Let P; and P» be two points on E, with the
equation of the line [ passing through them being ax + by + ¢ = 0. By the way addition
is defined on the curve, this line intersects the curve in a third point, which is —(P; + P»).
These are the only zeroes of the line on E. If b # 0, then the line also has a triple pole at

00. Thus,

div(az + by + ¢) = [P1] + [P2] + [ (P + P2)] — 3[0].

Also note that if P + P, = (x3,y3)

diV(:E — :L'3) = [Pl + Pg] + [—(Pl + Pg)] — 2[00]

We see that
div (M) = [P+ [Bs] — [Py + Py] — [od),
T — T3
or
[m+w=m+m+w+mC%¥%%-
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Now

sum (div (%)) — sum([P1] + [By] — [Py + Po] — [od]) = 0.

In the special case when Py + P, = oo, it is easy to see [P1] + [P] = 2[o0] + div(z — o),
where xq is the z-coordinate of P, and Ps.

In both cases, we see that we can replace [Pi] + [P] by [Py + P2] + [o0] + div(g), for
some function g on E. So we can replace all the terms in D with positive coefficients
by [P] + ni][oo] + div(gy), for some point P on E, some integer ny, and some function
g1 on FE. Likewise, for all the terms with negative coefficient we can replace them with

—[Q] — nafoo] — div(ga) for some @ € E(K),ns € Z, and function go on E. Thus,
. 91
D = [P] - [Q] + n[oc] + le(g—)-
2
Notice that both g; and g9 are products of functions g which satisfy sum(div(g))=c0. We
conclude that sum(div(g—;)) = oo. By the first part of Theorem 5.3, 0=deg(div g—;)), SO
0=deg(D)=1-14n, so n = 0 and
D = [P] - [Q] + div <ﬂ> :
92
Then as we’re assuming sum(D)=o0, we have
00 = sum(D) = P — Q + sum(div <2>) —P-Q,
92
so P =@, and D is the divisor of a function f.

To see that we can choose f to be defined over F «, note the following. A priori, f is only
defined over Fqk. Let o be an element of the Galois group G of Fqk /F . Then notice that
o(D)=D. So f? (meaning f with o applied to the coefficients) has the same divisor D, so
f/f is a constant. Using Galois cohomology, the map o — ¢, is a cocycle in H 1(G,sz)
which by Hilbert’s theorem 90 is trivial. So there is a constant ¢; € sz such that ¢, = ¢{ /1

for all ¢ € G. Then f/c; is fixed by all o, so is defined over F . Replacing f by this, we

can assume f is defined over F . O

We point out that the technique used in the proof shows us how to explicitly find a

function f such that div(f)=D when given a degree 0 divisor D with sum oc.
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5.2 Weil pairing

We now define the Weil pairing and prove that it is a bilinear pairing. We’ll also prove some
additional properties the Weil pairing satisfies.

Let n be an integer relatively prime to the characteristic of our field K. Let @ be a point
of order n on E. Consider the divisor D1 = n[Q] — n][oo]. It has degree 0, and its sum is co.
So by the results of the previous section, there is a function f on E with div(f)=n[Q]—n[co].
Now find a point Q' € E[n? with [n]Q’ = Q. Consider a second divisor,

Dy= Y ([Q+R]—I[R]).
ReE[n]
Then
sim(Dy) = 3 @ = [ = [(n)Q = oo.

ReE(n]
So as Ds also has degree 0 and sums to oo, there is a function g on F with div(g)=Da.

Since Dy can also be written as
Dy= > [Q1- > IRl
[n]Q"=Q REE]n]

we see that Dy and hence g do not depend on the choice of @Q'.
We define the Weil pairing by

en : E[n| x Eln] — uy,
g(P+S)
g9(8)
where S is any point of F(K) such that g(P + S) and g(S) are both defined and nonzero.

en(P,Q) =

We must show this definition makes sense. Note that although g is only determined up to
a constant multiple, e, is independent of the choice of g. Recall that div(f) = n[Q] — n[c].
Let fon: E — K be defined by

(fon)(S) = f([n]S)-

The zeroes of f on are the points S such that [n]S = @, so they are the points Q' + R,

where R € E[n|. Likewise the poles of f on are the points P with [n]P = oo, so they are
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just the set E[n]. Thus

div(fon)=n > [@+Rl—-n > [R]

REEn] ReE(n]

But this is clearly equal to div(g™). So

0 = div(f on) —div(g") = div (fgonn> ’

SO J;% is constant. Multiplying f o n by a constant doesn’t change its divisor, so we can

assume that f is chosen so that fon = g".

Then for P € E[n] and any S on E(K), we see that

g(P+8)" = (fon)(P+5)=f([nl(P+5)) = f([n]F) = (f en)(5) = g(5)".
So £ (;;)s ) is an n-th root of unity, assuming both are nonzero.

For a fixed P, the map Z (glz;)s ) is a continuous map on E(K) under the Zariski topology.

Recall the Zariski topology has as closed sets the sets of points which are the zeroes of a

polynomial. A map is continuous under this topology if the inverse image of a closed set is

closed. Since E is connected, the image of the map < (;(;)S ) must also be connected. As Lhn

is a finite discrete set, the map must actually be constant. This shows the definition of e,

is independent of the choice of S, and so e, is well-defined.
Theorem 7 The Weil pairing e, satisfies the following properties:

1. e, is bilinear, i.e.
en(PL+ P, Q) = en(P1, Q)en(P2, Q)

and

en(Pa Ql + Q2) = en(P7 Ql)en(Pv Q2)
2. en(P,P) =1
3. en(P,Q) = e,(Q, P)!

4. e is nondegenerate, i.e. if e,(P,Q) = 1 for all Q € E[n| then P = oo and if
en(P,Q) =1 for all P € E[n] then Q = occ.
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5. ey is Galois invariant, i.e. if o is an automorphism of K that restricts to the identity

on K, then
en(0(P),0(Q)) = o(en(P, Q)).

Here we are using the notation that if P = (x,y), then o(P) = (o(x),0(y)).
6. If P € E[nn'] and Q € E|n| then
enn (P, Q) = en([7']P, Q).
7. If E is considered over an extension field, the value of e, (P, Q) remains unchanged.

Proof The following are standard arguments. See [67] or [59] for example. (1) Choose S
so that g(P, + Po + S),g(P2+ S), and ¢(.5) are all defined and nonzero. Then we have

9P+ P+ S)
en(PL+ P2, Q) = T8
_ g(PL+ (P +5))g(Pa+ S)
g(P+S) q(S)

= en(P1, Q)en(P2, Q),
since the definition of e, is independent of the choice of S. We have to work a little harder
for linearity in the second variable. Let Q3 = Q1 + Q2. In our definition of the Weil pairing
above, given a point @), we used functions f and ¢g. Let f; and g; be the corresponding
functions for @; for i = 1,2,3. Now the divisor [Q3] — [@1] — [Q2] + [00] has degree 0 and

sum oo, so by Theorem 6, there is a function h on E with

div(h) = [Q3] — [Q1] — [Q2] + [00].

Now as div(f;) = n[Q;] — n[oco], we have

i B3 ) _ iv — div —div
dw(m>—d (fs) — div(fy) - div(f2)

= (n[Qs] — n[oc]) — (n[Q1] — n[oc]) — (n[Q2] — n[oc])
= n[Qs] — n[Q1] — n[Q2] + nfoc]

— n div(h)

— div(h").
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Thus A" is a constant multiple of %, and so there exists a ¢ such that f3 = cfifoh”. By

our choice of the f; and g;, we have f; on = g. Substituting this in,
95 = cgr'gy (hon)",

or
93 = ' g1g2(hon).

From the definition

en(P, Q1+ Q2) = g3(P+5) _ g1(P+5) ga(P + 5) h([n](P + 5))

93(95) 91(9) 92(S) h([n]S)
= en(Pv Ql)en(Pv Q2)7

as [n]P = oo so the last term is just ngg = 1. The point S is chosen so that none of the

above terms is 0 or oo.
(2) We want to evaluate e, (P, P). Let 7p be the map from E to E defined by translation
by P:
p(R) =R+ P.

The zeroes of the function f o 7(;p are the zeroes of f translated by —[j]P, and similarly
for the poles. So
div(f o 751p) = n[P — [j]P] — n[-[j]P].
Thus
n—1 n—1
div [ T] fe e | =n D> (11 = 1P| = =[] P)).
§=0 j=0

Since P € E[n], both Z;L:_&[[l — j]P] and Z;L:_&[—[j]P] are equal to Z;Z&[[j]@], so the last
displayed sum equals 0. This implies that H;:& (f o Tjj) is constant. If P’ is a point such
that [n|P’ = P, then

n

n—1 n—1 n—1
HfOT[j]p:HfO’I’LOT[j]P/: HgOT[j]P/
7=0 7=0 7=0

It follows that H;L:_& go Ty p is constant (again using the connectedness of £ in the Zariski

topology). If we now evaluate this product at any point S and at S + P’, then

n—1

n—1
[T 90 mm(8) = [T g0 mm(s + P,
7=0 j=0
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and so
n—1 n—1
[T o(s+1P) = [ o(S+1i+11P).
§=0 §=0

Cancelling the common terms, we have
9(8) = g(S+ [n]P') = g(S + P)

which means
g(P+S)
9(95)

(3) easily follows from (1) and (2) using the calculation

en(P,P): :1

l=e,(P+Q,P+Q)=en(P,P+Qen(Q,P+Q)

= en(Pv P)en(Pv Q)en(Qv P)en(Qa Q) = en(Pv Q)en(Qv P)

(4) Suppose that e, (P, Q) = 1 for all P € E[n]. Then % = 1 for all P and we claim
there is a function h on F with ¢ = hon. This is proved in Lemma 4 at the end of this
section. So (hon)™ = g" = fon, and since the multiplication by n map is surjective on

E(K), f = h*. Thus
n div(h) = div(h"™) = div(f) = n|[Q] — n[o0],

and hence div(h) = [@] —[occ]. By Theorem 5.3, Q = oo. Now suppose that e, (P, Q) = 1 for
all @ € E[n]. Then e,(Q, P) = 1 for all @ and by the nondegeneracy in the second variable
which we just showed, we must have P = oo.

(5) Let o be an automorphism of K which is trivial on K. Let o(P) = (o(z), o (y) for
P = (z,y). Let f7 and ¢° be the maps corresponding to f and g in the definition of the
pairing of e, (c(P),o(Q)). Note these are the same functions obtained by applying o to the
coefficients of f and ¢g. Then

en(o(P).o(@) = LI 28) @Eiﬂ

97(o(5)) 9(5)

(6) With f and g from the definition of the pairing, we have

) = olenn.@)).

div(f™) = nn'[Q] — nn'[oc],
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and
(gon')" = (fonn').

Thus

(gony™ = (fonn'y” = " onn.
So we can use f and g on’ in place of f and g in the definition of e,,,,,. Then

oS +P) oS P) o
B =T sy e

(7) In the definition of e,, no reference was made to the field of definition of E. Every-

thing was defined over E(K).

Using the above properties of the Weil pairing, we have the following easy corollaries.

Corollary 1 There exist points P,Q € E[n| such that e, (P, Q) is a primitive n-th root of
unity. In particular, if {P,Q} is a basis for E[n|, then e,(P,Q) is a primitive n-th root of

unity.

Proof As P and @ vary over E[n], the image of e, (P, Q) is a subgroup pg4 of p,. Then by

bilinearity,

1=en(P,Q)" = en([d]P,Q),

for all P,@Q € E[n]. By the nondegeneracy of the pairing, we must have [d]P = oo for all
P € E[n]. As P was arbitrary, and E[n] = Z,, & Z,, it must be that d = n. If {P,Q} is a
basis for E[n], set e, (P, Q) = ¢, with (¢ = 1. The bilinearity of e,, implies that ¢ generates
the whole image of e,,, which we just showed is p,. Thus d = n and e, (P, Q) is a primitive

n-th root of unity. O

Corollary 2 If E[n] C E(K), then u, € K*.
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Proof Let ¢ be any automorphism of K which is the identity on K. Then by the galois

invariance property of the Weil pairing,

o(en(P,Q)) = en(0(P),0(Q)) = en(P, Q)

for any P,Q € E[n]. So we see that e, (P, Q) € K* for any P, Q. O

One consequence of this last corollary is that if £ is an elliptic curve defined over Q,

then for n > 3, Eln] ¢ E(Q).

Lemma 4 Let E : y?> = 22 + Az + B be an elliptic curve defined over a field K. Suppose
g is a function on E such that g(P + S) = g(P) for all P € E(K) and all S € E[n|, where
n > 1 is not divisible by the characteristic of K. Then there is a function h on E satisfying

g(P) = h([n|P) for all P.

Proof We follow the proof from [67]. The lemma is clearly true if n = 1, so we can assume
n > 1. Given a point S € Eln], there are rational functions T'(x,y), U(x,y) (depending on
S) so that

(#,y) +5 = (T(x,9), U(z,y))

on E. Regard K (z,y) as the quadratic extension of K (z) obtained by adjoining the element
Va3 + Ar + B.

We define a map

gs: F(:Ev y) - K("Ev y)

os(g(z,y)) = g(T(x,y),U(x,y)).

This makes sense as (T,U) is on E. The map is easily seen to be a homomorphism. In
fact, the inverse of og is 0_g, so the map is actually an automorphism. We also note that
because (z,y) + S # (z,y) + S unless S = S’ if S # S’ then o5 # 0g.

Thus we have a group G of n? automorphisms of K (z,y) as S runs through E[n]. Let
F be the fixed field of K(z,y) corresponding to G. Note that if a function g is fixed by
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one of these automorphisms, then g(P + S) = ¢(S) for all P. So F is actually the field of
functions that satisfy the conditions of the lemma. It follows by basic Galois theory that

[K(z,9) : F] =n?

Recall from Section 2.3, that there are rational functions ¢, (), ®,(x,y), and w,(z,y)

such that
- (;Sn(:E) Wn(:E?y)
n](z,y) = (@%(gp)7 <I>§L(ZE,Z/)> '

Notice that K (i’%((i)), ;gii%) C F, and moreover

(e we) (50 =2

because ;g((zz)) ¢ K (i’%ig) as ;ggizg = yH (z) for some function H. This implies

e (3 22

We now show we actually have equality. Let

P(X) = gu(x) — 22D g2 x)

o7 (x) "

which has X = z as a root. The polynomial ¢,(X) = X" + ..., and ®2(X) has degree

n?—1,s0 P(X) = X"l 4 1t follows that z is of degree at most n? over K (i’;ig) As
[K(x,y): K(z)] = 2, then

e ()] 2o

As we have equality, then we must actually have

Pon (G de)

The functions in F' are those functions g such that g(P + S) = ¢g(P), for all P € E(K) and
S € E[n|. The functions on the right are of the form h([n]P), so this proves the lemma. O
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5.3 The Tate pairing

The Tate pairing is also defined using divisors. Let P € E[n], so P € E(F ) where k is the
embedding degree, the smallest positive integer such that n|(¢* — 1). There is a function f
on FE such that

div(f) = n[P] — n[o].
Given another point @ in E[n], choose a point R € E[n] such that R & {c0, P,—Q, P — Q}

so neither R nor Q + R is a pole or zero of f. Then we define

JQ+ R))“”“‘W”
F(R) |

We need to verify that 7, (P, Q) is an n-th root of unity, and that 7,,(P, Q) doesn’t depend

nirQ) = (

on the choice of f or R.
If f1 is another function on E with divisor n[P] — n[oco], then by Theorem we must have

f1 = cf, for some constant c. Then

NH(@+R) c¢f(Q+R) [f(@+R)

fi(R) cf(R) —  f(R)
so the value 7,(P, Q) is independent of the choice of f.
Now let S be another point of E(F)[n], with S ¢ {oo, P,—Q, P — Q}. Note that the
divisor D = [@ + S] — [S] — [@ + R] + [R] has degree 0 and sum oo, so there is a function h
on E such that div(h) = D. Then

[Q+5)  fQIR)fQ+SI(R)  fQ+R) o
1S T I®R S@+B T I®) |

We now need the Weil reciprocity theorem:

Theorem 8 Let f and h be two functions on E with disjoint support. Then

f(div(h)) = h(div(f)).

For a proof see [19]. Using this,

FQ+S) _fQeR),
s m M)
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By our choice of R and S, neither P nor oo is a zero or pole of h. If we raise both sides to
the (¢* — 1)/n power, then the term with ~ becomes 1.
Thus

9

(%)wﬂ)/n = (%)W—l)/n

and so 7, (P, Q) doesn’t depend on the choice of R.
By Theorem 6, we can take f to be defined over F .. So the value f(Q + R)/f(R)

is in sz, hence so is 7,(P, Q). Also, 7,(P,Q)" = (f(ﬁzf%))qk_l = 1, and we’ve shown
Tn(P, Q) € pip,.

Note that what we are calling the Tate pairing is a modified version of what is generally
referred to as the Tate pairing. The image of a pair of points under the unmodified Tate
pairing is a coset, rather than an element of sz. The modification we make is raising to the
(¢* — 1) /n-th power, which we do to simplify things as well as to make 7, have the desired

properties below.
Theorem 9 The Tate pairing
Tn : E[n| x En] — uy,

satisfies the following properties:

1. 7, is bilinear

2. T, is nondegenerate

8. 1, is Galois invariant

4. If n|N and N|(¢* — 1), then v = T,

Proof (1) Let P, P, € E[n]. Then

D = ([P1] = [00]) + ([P2] = [o0]) = ([P1 + P2] — [o9])
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is a divisor with sum oo and degree 0, so there is a function f on E defined over F » with
div(f)=D. Let f; be a function on F with divisor n[P;] — n]oo] for ¢ = 1,2. Then

div(fifof™") = div(f1) + div(f2) — ndiv(f) = n[P1 + Ps] — nf[oc].

So we can use f1fof™" to compute the pairing for 7,(P; + P, Q). Choose R so that
R ¢ {00, P, P, P+ P, —Q, PL — Q, P, — Q, P, + P> — Q}. Then

f1(@+R) h(Q+R) f(R)" >w4w
AR) AR fQ+R)"

= Tn(Plv Q)Tn(P27 Q)

Tn(P1+P27Q):<

For bilinearity in the second variable, given P,Qq,Q2 € FE[n|, choose R so that R ¢
{OO, P7 _Qh _Q27 _(Ql + Q2)7 P— le P — Q27 P — Ql - QQ} Then

J(@Q1+Q2+R)  f(Q1+Q2+R) f(Q2+ R)

f(R)  f(@+R) f(R)

SO

Tn(P, Q1 + Q2)

(f(Ql +Q2 _|_R)>(qk—1)/n
f(R)

<f<@1 + Qs+ R) [(Qs+ R))“’k‘”/"
f(@+R)  f(R)

= Tn(Pv Ql)Tn(Pv Q2)

(2) Nondegeneracy will be proved at the end of this chapter using an alternative definition
of the Tate pairing. A proof can also be found in [17].

(3) Let o be an element of the Galois group of Fqk over F . Let f7 denote the function
obtained by applying o to the coefficients of f. Then clearly o(f(P)) = f7(c(P)). If f is as
in our definition of 7, then div(f)=n[P]—n[oc] and consequently div(f?) = n[o(P)] —n[oo].
So

oy (¢"=1)/n
mlo(P).o(@) = (Fir )

:0(&%%§»thn

= o (T (P, Q))-
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(4) Write N = mn. If f is a function on E with div(f)=n[P] — n[oc], then div(f™) =
N[P] — N|oo]. So we can use f™ for 7. It easily follows

f(Q _|_R)m>(qk—1)/N _ (f(Q—I— R)>(qk—1)/n

Q" i) =P Q).

™(P,Q) = (

The reader should be aware that if the same curve F, instead of being considered over

[Fy, is considered over F,;, (where j is relatively prime to k), then the value of 7,(P, Q)

changes. It becomes the

jk
‘fjk —L_th power of the value it had when F was considered over F,.

-1
This is different than the Weil pairing, whose value didn’t change when the same curve was
regarded as a curve over a field extension.

Another difference with the Weil pairing, is that we need not have 7,(P, P) = 1 when
k = 1. It can be shown if k£ > 1 then 7,(P, P) = 1.

One other difference between the two pairings is that for the Tate pairing, we work over
the field Fy(pn) = Fx, while for the Weil pairing, we work over the possibly bigger field
F,(E[n]), which is the smallest field containing F, and all the coordinates of the points of

E[n]. The following theorem from [2] shows these fields are often the same.

Theorem 10 Let E be an elliptic curve over F,. Suppose that n is a prime dividing #E(F)
such that nf (q—1). Then Eln] C E(F ) if and only if ¢* =1 mod n.

Proof If E[n| C E(F ), then we already proved (Corollary 2) that i, € I x, hence F=1
mod n. Now suppose that ¢ =1 mod n, and let P € E(F,) be a point of order n. Let @
be another point on E(F,) so that {P, Q} is a basis for E[n]. Let ¢, be the Frobenius map
where ¢q(x,y) = (z9,y?). As P has coordinates in Fy, ¢,(P) = P. Let ¢4(Q) = [a] P +[b]Q.

Then ¢, acts on E[n|, with the action given by the matrix

1 a
0 b

(¢q)n =

The trace t of ¢4 is given by ¢+ 1 —#E(F,). So as n divides #E(F,), 1+b=¢+1 mod n,

so b =g mod n. We can thus replace b by ¢ because @ has order n, so[b]Q = [¢]Q.
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Now replace Q by Q' = Q + [c]P, where ¢ = a(q¢ — 1)™' mod n which makes sense as
g #1 mod n. Then {P,Q’'} is also a basis for E[n|. One easily sees that this change of
basis diagonalizes the matrix of ¢, with respect to this basis, so without loss of generality
we can assume that a = 0. It follows that the matrix of qS'; (with respect to this latter basis)
is i

10 1 0 10
mod n.

0 ¢ 0 q¢* 0 1
So QSI; fixes @', hence QSI; fixes all points of E[n]. Given any (x,y) € E[n], we have that
(24", y?") = (z,y), so both z and y are in IF % This shows that E[n] C F.
We’ve seen that in order to prove 7, gives a bilinear pairing, we need at least eight distinct
points in (Fqk of order n. What if F x is so small that this isn’t possible? Although this is
unlikely to be the case in a cryptographic setting, the situation can be remedied using the

equivalent definition of the Tate pairing which we’ll give in the next section. O

5.4 Computing pairings

There is another way to define the Weil pairing which is useful for computational purposes.
It also shows a relationship with the Tate pairing.

Let fp be a function on E such that div(fp) = n[P] — n[oc]. Define

_ fP(Q+ R)
Q= fp(R)

for P,Q € E[n|, and R € E(F ) such that R ¢ {oo0, P, —Q, P — @Q}. In the last section we
showed that this is independent of the choice of fp, and up to n-th powers, it is independent

of R. We also saw that
T(P,Q) = (P,Q){" /",

We now show how this can be used to define the Weil pairing.

Theorem 11 Let P,Q € E[n]. Let Dp be a divisor with sum P and degree 0, and Dg

a degree 0 divisor with sum Q) such that Dp and D¢ have disjoint support. If fp, fo are
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functions on E such that div(fp) =nDp and div(fg) = nDg, then

fqo(Dp)
en(P, Q) = 2—=.
P9 = 1.(Dg)
Proof This argument is due to [41]. We begin by showing that ;}Qoggg g is independent of

the particular choice of Dp, Dq, fp, or fo. Any function other than fp must be of the form
cfp for some constant c¢. But then (cfp)(Dg) = fr(Dg), because Dg is degree 0, and so
the constant cancels out. Similarly, any other constant involved in the choice of fg drops
out.

Let D¢ be another degree zero divisor with sum @ and support disjoint from Dp. Let
for be the corresponding function with div(fg/) = nDgs. Note that Dg — D¢ = div(h) for
some h, and that div(h"™) = ndiv(h) = nDg — nD¢q = div(fg/fq). Thus fo = cfg:h™ for

some constant ¢. We then calculate
fo(Dp)  cfo/(Dp)h(Dp)" fq/(Dp)h(nDp)

fr(Dq) ~ fr(Dg +div(h)) — fr(Dg)fp(div(h))
_ fo/(Dp)h(div(fp))  for(Dp)

~ fp(Dg)fp(div(h)) — fr(Dgr)

The constant ¢ cancels out because Dp has degree 0, and the last equality follows by Weil

reciprocity. An analogous argument can be used to show the same result if Dp/ is another
degree 0 divisor with sum P.

Let Dp and Dg be divisors as in the statement of the theorem. Let Dg = [Q] — [o0],
and fQ be a function such that div( fQ) = anQ. This is the same function we labeled as
f when we defined the Weil pairing e, (P, Q) at the start of Section 5.2. As Dg — IjQ isa
degree 0 divisor with sum oo, we can write Dg = D¢ + div(hg) for some function hg.

Let Q' be such that [n]Q" = [Q]. As we showed in the definition of the Weil pairing,
there exists a function gg such that

div(ge) = Y ([Q'+ 51— [S)).
SeE[n]

as well as g¢) = fQ on.

Let P’ be such that [n]P’ = P and let X be a point on E such that

D=(n-1)[P+X]+[P —P+X]—n[X]
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has support disjoint from the support of gg. We also require that P+ [n|X and [n]X are not
equal to either Q or co. We can write Dp = Dp+div(hp), where Dp = [P+ [n]X] —[[n]X],
and there is an fp with div(fp) = nDp. Note that Dp and IjQ satisfy the conditions of

our theorem. Its easy to see there is a function gp such that

div(ge) = > ([P'+X +58]—[X +5)),
S€eE[n]

which satisfies g5 = fpon.

Now D has sum oo and degree 0, so there is a function h with div(h) = D. By Weil
reciprocity, h(div(gg)) = go(div(h)). We’ll now evaluate each side of this equality and this

will prove the result.

We have

o 9Q(P'+ X)"'go(P' — P+ X)
do(div(h)) = Go(X)"
_ 9o(P'+ X)" go(P' — P+ X)
go(X)" Jo(P' + X)
~ foon(P'+X)  go(P")
 foon(X) go(P"+P)
_fePt+[nx) 1
fo(nX) en(P,Q)

where P/ = P/ — P+ X.

Now we look at h(div(j) = [Tse g La2. Let 75(T) =T + S, and
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Therefore,

div(H) = Z div(h o 7g)

S€eE[n]
= > (-DP+X-8]+[P-P+X -S| —n[X -5
S€eE[n]
=n Y [P+X-8- Y [P+X-8+ Y [P-P+X-8-n Y [X-F
S€eE[n] S€eE[n] S€eE[n] S€eE[n]
=n Y [P+X-8-n > [X-5
SeE[n] SeEn]
=n Y [PP+X+S]-[X+S5]
s€EE(n]
=n div(jp)
= div(gp).

Thus H = cgp = cfpon,so H(T) = cfp([n]T).
So we have that [Jge i, 2(Q'+S) = H(Q') = ¢fp(Q), and also [Lsepp h(S) = H(oo) =
¢fp(o0). Thus
. fr(Q)
R fp(o0)

When we combine this with our above results, we find

Q) _ foP+[n)X) 1
frloo fo(nX) en(PQ)

or

_ fo(P +[n]X) fp(oc)
fo(mX)  fr(Q)

_ Ja(Dp)

 fr(Dg)

By the independence of the choice of Dp and D, this is equivalent to

en(Pv Q)
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We show how this relates to (P, @),. A natural choice of divisors in the statement of
the theorem is Dp = [P] —[oo] and D¢ = [Q + R] — [R], where R # oo, P, —Q), P — Q. With

this choice, we show the following.

Corollary 3 Up to n-th powers, we have

<Q7 P>’I’L

en(Pv Q) = <P, Q>n

Proof Using Dp = [P] — [00] and D¢ = [@ + R] — [R], we have that

_ fo(Dp) _ fo(Dp)
B Q) = Do) = Q)

So we need to verify that fo(Dp) = (Q, P)y, up to n-th powers.
Now let S be any point of E such that S ¢ {c0, Q, —P,Q— P}, and let Dg = [P+S]—[S].
Then Dp — Dg = div(h) for some function fg. So

fo(Dp) = fq(Ds + div(h)) = fo(Ds) fo(div(h))
= fo(Ds)h(div(fq)) = fo(Ds)h(nDq) = fo(Ds)h(Dq)".
Furthermore, if f is a function such that div(f) = n]Q]—n[oc], then div(fq/f)=div(fq)-
div(f) = n(Dg — [Q] + [od]) = ndiv(g) = div(¢") for some function g. It follows that

fo = cfg" for some constant c. Then

fo(Dp) = fo(Ds)h(Dq)" = (cf)(Ds)g(Ds)"h(Dq)" = f(Ds)

up to n-th powers. But f(Dg) = (Q, P),, up to n-th powers, so we are done. O

We have seen that to compute (P, @), (and thus e, (P, Q) and 7, (P, Q)) we have to find
a function f with div(f) = n[P] —n[oc]. The proof of Theorem 6 illustrated how we can do
this. However, for large n, it is not efficient. V. Miller created an algorithm ([47],[48]) that
finds f in polynomial time.

The main idea is to use the double and add technique. Let f; be a function such that

div(fi) = i[P] = [[i]P] = (i = 1)[oq].

Such functions are determined up to a constant multiple. We seek to find f,.
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Lemma 5 The functions f; can be chosen so that:
1. fi=1.

2. Letl and v be algebraic expressions for the straight lines used in the computation of
[i]P+ [j]P = [i + j]P. Then
fivj = fif j%-
Proof 1t is trivial that fi = 1 works. As in the proof of Theorem 6
diV(%) = [[d]P] + [[5]P] = [li + 4] P] = [oc]

SO

div(fifj%) = div(f;) + div(f;) + div(~)
= i[P] — [[i] P] — (i — 1)[oo] + j[P] — [[j]P] — (j — 1)[oc]
+ [[i]P] + [[7]1P] = [[i + j]P] — [oc]

= (4 7)[P] = [[i + 5]P] = (i + j — 1)[o0].

We double when i = j and add when 7 = 1. The algorithm uses an addition chain for
[n] P to construct f,,. As we need to compute f,(D), where D = [Q + R]| — [R], we evaluate

all intermediate f; at D. We now give his algorithm:
Algorithm 1 - Miller’s algorithm to evaluate (P, Q),
1. Given P,Q € E[n], choose R € E[n] with R & {o0, P,—Q, P — Q}.
2. Write n in binary as n = (n, ..., n1, ng) with each n; € {0, 1}.
3. Set f=1,T=Pandi=t.
4. If 7 < 0 then go to step 5. Else do the following;:

(a) Let [ be the tangent line to E through T'. Let v be the vertical line through 27'.
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(b) Set T'=2T.

(c) Set f = 1> (&R r)-

(d) If n; = 1 then do the following:

i. Let [ be the line through 7" and P, and v the vertical line through T+ P.

ii. Set T'=T + P.

iii. Set f = f f)((gig (R))

(e) Set i =17 — 1 and return to step 4

5. The desired value is (P, Q),, = f

This algorithm has been improved upon, and is efficient enough to be used to implement

pairing based cryptography at current security levels.
5.5 An alternative definition of the Tate pairing

We first show another way the Tate pairing can be defined using the Weil pairing. We follow
the exposition of Washington ([67]).

Theorem 12 Given points P,Q € E[n], choose R € E(F,) such that [n]R = Q. Let ¢ be

the Frobenius map, i.e., ¢(x,y) = (:Eqk, qu). Then

Proof Note that [n](R— ¢(R)) = [n]R — [n]¢(R) = Q — ¢(Q) = o0, so e, (P,R— ¢(R)) is
defined. We also need to verify that it is independent of the choice of R. Let R’ be another
point such that [n]R' = Q. It’s clear that R’ — R € E[n]. So

en(P, R — ¢(R')) = en(R— ¢(R) + (R’ — R) — ¢(R' — R))
en(P,R— ¢(R))en(P, R — R)
en(P,6(R — R)) ’

using the bilinearity of e,,. As P € E(F ), then ¢(P) = P and we see

en(P,¢(R' = R)) = en(8(P), ¢(R' — R)) = ¢(en(P, R’ — R)) = en(P, R’ — R)
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because e, (P, R' — R) € F . This shows that
en(P, R — ¢(R)) = en(P, R — ¢(R))

doesn’t depend on the choice of R.
We now show this gives the same value as 7,,(P, Q). Let T' € E[n] and choose a function
g with
div(g) = n[R] - [Q + T + [T] — n[od],

and let g® be the function obtained by applying ¢ to all the coefficients of g. Thus ¢(g(X)) =

g?(¢(X)) for any point X. Looking at the divisor of g%, we calculate
div(g®) = n[¢(R)] — [Q + T] + [T] — n[oq].

It follows that

div(g/9?) = n[R] — n[¢(R)].

Now choose a degree 0 divisor Dp such that sum(Dp) = P, and Dp has disjoint support
from the support of div(g). We also require that ¢(Dp) = Dp, that is ¢ permutes the points
in the support Dp such that the formal expression for Dp is unchanged. There is always
some choice which will work, by Lemma 11.9 of [67]. One possibility which will often work
is Dp = [P + S] — [S], where S € E(F ) is chosen so S ¢ {Q+ T, R,T,00,Q+T — P,R —
P, T — P, —P}.

As [n]P = oo, then there is a function f with div(f) = nDp, and by Theorem 6 we can
assume that f is defined over F i so that ¢(f(R)) = f(#(R)). By Theorem 11 applied with

Q =R~ ¢(R), Dg = [R] — [¢(R)], fp = [, and fq = g/9” we see

(9/9%)(Dp)
F([R] = [o(R)])

en(Pv R— ¢(R)) =

Rearranging this yields

(R) > g(Dp) ( f(R))>q ‘17

f
en(P, R— ¢(R)) = ¢ (Q(DP) f(R)

since ¢ raises elements to the ¢*-th power.
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Notice that

f(R)"f(T)
F(Q@+T)f(o0)"

9(Dp)" = g(nDp) = g(div(f)) = f(div(g)) =

by Weil reciprocity. So

(Ju > _J@+T)

g(Dp f(T)

and raising both sides to the (¢* — 1)/n-th power

(%) - (f(%)ﬂ)(qk_wnf (o)™

Since f is defined over F », then f(oc) € F » and hence f(oo)qk_1 = 1. Combining the

q*>

various pieces above, we see that

(¢*=1)/n
en(P, R~ (R)) = (M> .

f(T)

This is almost what we want, however in the definition of 7, (P, @), we need a function
F such that div(F') = n[P] —n[oo], while we have div(f) = nDp. Note that Dp — [P] + [o0]
is a degree 0 divisor with sum oo, so is the divisor of a function h, which we can take to
be defined over F . A simple calculation shows that A" and f/F have the same divisor, so

f = cFh"™ for some constant ¢. We find

(%)(qk—l)/ _ ( (Q—I—QZE%—F )" > (@"=1)/n
( Q”))(qk ( Q;)ﬂ)qk—l
( Q+T><q’“—1

k_1
since (h(hﬁg;)T)y =1.

Thus
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The properties of the Tate pairing in Theorem 9 can also be proved using this definition.
For example, bilinearity easily follows from the bilinearity of e,. We did not prove the

nondegeneracy of 7,,, which we can now do.

Theorem 13 If n is a prime such that ng,r#E(IE‘qk), then the Tate pairing T, 15 nonde-

generate.

We’ll establish a series of lemmas which will prove the result. The ideas are from

Washington ([67]).

Lemma 6 Let G be a finite abelian group (written additively) such that ng = 0 for all

g € G. Letting Hom(G, u,,) denote the set of all homomorphisms from G to p,, then
|G| = #Hom(G, pin).

Proof We first prove the result for the special case when G 2 Z,,,, with m|n. Let f be a
homomorphism from Z,, to p,. Then f(1)™ = f(m) =1, so f(1) € i, C p,. The value
of f(1) completely determines f, as f(b) = f(1)°. There are clearly m choices for f(1), and
each yields a different homomorphism, so #Hom(G, py,) = #Hom(Zy,, pn) = m = |G].

Now if G is any finite abelian group, then we know
G=lpyy @ DLy,

As ng =0 for all g in G, then we must have that m;|n for all 1 <1i < k. We claim there is

a bijection
O : Hom(Zy, & -+ B Ly, , pon) — Hom(Zyy,, pin) & - - - & Hom(Zyy,, , f1n)-

Set ®(f) = (f1, .., fx), with f; defined by f;(b) = f(0,...,0,b,0,...,0) where the b is in the i-
th entry. The inverse map sends (f1, ..., fx) to f, where f(b1,...,bx) = f1(b1)fo(b2) - - fi(bk).

The details are easy to verify. The result then follows as |G| = mimg - - - my. O

Lemma 7 The groups E[n] and H = Hom(E|n|, u,) are isomorphic.
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Proof For each T € E[n], define a map ¢ : E[n] — uy, by ¢¥7(S) = e,(S,T). Clearly
(S +S5") = en(S+8,T) = e,(S, T)en(S,T) = Yr(S)Yr(S’), so r € H. Let T" be
another point in E[n|. Then ¢ 7 is defined by

¢T—|—T’(S) = en(57 T+ T/) = en(sv T)en(sv T/) = ¢T(S)¢T’(S)

, 8O Yy = Ypipyr, which shows we have a homomorphism from E|[n| into H.

Suppose @7 is the trivial homomorphism, so ¢¥7(S) = e,(S,T) = 1 for all S in E[n].
By the nondegeneracy of the Weil pairing, T" = oo, which shows the homomorphism from
E[n] into H is injective. By the previous lemma, the two groups have the same order which

implies the injection is actually an isomorphism. O

Now, define the map vy by
Y : En] — H Hn

S€eE[n]

¢(T) = ( e 7en(svT)v : )

It is clear that ¢ is a homomorphism.

Lemma 8 We have #¢(E|[n]) = #E|n].

Proof By Lemma 7, E[n] and Hom(E[n], i,,) are isomorphic. The kernel of v is
ker v ={T € E[n] | e,(S,T) =1 for all S € E[n]}.

Using the isomorphism, this is equivalently

ker ¢ = {f € Hom(E[n], uy) | f(S) =1 for all S € E[n|}
— Hom(E[n]/Eln], pm).
Thus by Lemma 6, #ker v = #FE[n|/#FE[n]. From the first isomorphism theorem for

groups, we know #FE[n]/#ker 1) = #1(FE[n]). Combining these last two equations gives the

result. O
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Lemma 9 The kernel of ¢ is (¢ — 1)E[n], where ¢ is the Frobenius endomorphism of
E(F,.).

Proof For any T in E[n], we see

This shows (¢ — 1)E[n] C ker 9.
We now prove these two sets have the same order, which gives equality.

#E[n] = #tker (¢ —1)| gy (as ker(¢ — 1) = Fy)

= #En]/#((¢— 1)E[n]) (1st isomorphism theorem)

> #E[n] /#ker ¢ (as (¢ — 1) E[n] C ker 4
= #4(E[n)) (by the 1st isomorphism theorem)
= #E[n] (by Lemma 8).
So there must be equality throughout, and #(¢ — 1)E[n] = #tker 1. 0

Lemma 10 Suppose we have a bilinear pairing (,) : E[n] x E[n| — p, which is nondegen-
erate in the first variable (that is, if (S,T) =1 for all S € E[n] then T = oc). Then the

pairing is nondegenerate in the second variable also.

Proof Let
S={S e EMn](S,T)=1forall T € E[n]}.

For any T in E[n|, we can define a homomorphism fr : E[n]/S — w, where fr(S+S) =
(S, T). By the definition of S, these homomorphisms are well-defined.
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Now suppose that fr is the trivial homomorphism for some 7. Then (S,T) =1 for all
S € E[n]. By the nondegeneracy in the first variable, we must have that 7' = co. This means
we have an injection from E[n| into Hom(E[n]/S, u,). By Lemma 6, #Hom(E[n]/S, pn,) =
#E[n]/|S|. The injection implies that |S| = 1, thus S = {oo}. This is exactly what

nondegeneracy in the second variable means. O

We can now prove the nondegeneracy of 7,. Suppose 7,(P,Q) = 1 for all P € E[n].
Let R be such that [n|R = @, so e,(P,R — ¢(R)) = 1 for any P in E[n]. This means that
R — ¢(R) is in the kernel of ¢, which is the same as (¢ — 1) E[n]. So there exists a T' € E[n]
such that ¢(T) — T = R — ¢(R), or R+ T = ¢(R+ T). The fixed field of ¢ is F, so
R+T € E(F,). We can thus write @ = [n]R = [n](R+T), and [n?|(R+T) = [n]Q = <.
By our assumption that ng,r#E(IE‘qk), then n,r#E(Fqk)/nz, and R + T can’t have order
n%. As n is prime, R + T has order 1 or n, and either way @ = oo, and we have shown

nondegeneracy in the first variable. Lemma 10 shows that 7,, is nondegenerate in the second

variable as well.
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Chapter 6
DISTORTION MAPS

6.1 Endomorphisms, isogenies, and distortion maps

Let E : y?> = 23+ Ax+ B be an elliptic curve defined over F,. An endomorphism of E is a ho-
momorphism from E(F,) to itself given by rational functions. The simplest endomorphisms
are just those given by multiplication by an integer [n] : E — E where [n|(P) = [n]P.
This shows that Z C End(FE), the ring of all endomorphisms of E. But there are more

endomorphisms, as the following theorem shows. For a proof, see [65].

Theorem 14 If E is ordinary, then End(E) is an order in an imaginary quadratic field.

If E is supersingular, then End(E) is an order in a quaternion algebra.

A quaternion algebra is an algebra of the form
H=Q+ Qa + QB + Qaf,
where o and ( satisfy
o2, 62e€Q, a? <0, 32<0, fa=—af.

Note that H is non-commutative. D. Kohel has created an algorithm (see [35]) that deter-
mines End(E).

Now let n be a prime, and let K be the smallest extension of F,, for which E[n] C K. If the
embedding degree satisfies £ > 1, then K = F_x by Theorem 10. A distortion map H with
respect to a cyclic subgroup (P) of order n is an endomorphism of the curve (defined over K)
that maps any nonzero point @ € (P) to a point H(Q) linearly independent from ). That
is, H(Q) ¢ (P). Since H is a group homomorphism, H(Q) is a non-trivial element of order
n on the curve. It follows from Corollary 1 of Theorem 7 that the value e,(Q, H(Q)) # 1.
As we will show in chapter 10, Verheul’s argument can readily be generalized, provided that

an efficiently computable H can be found.
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We illustrate with a few simple examples. Suppose ¢ = p/, with p a prime where p = 2

mod 3. Then the curve defined by y? = 23 — 1 is supersingular. The map

(z,y) — (Cz,y)

where ¢ € F)2 with (3 =1,( # 1is a distortion map. Similarly, if p =3 mod 4, the curve

y? = 2% + x is also supersingular. The map

(z,y) = (==, iy)
with 7 € F 2, i2 = —1 is a distortion map.

Verheul proved that distortion maps exist for all supersingular curves. Finding an effi-
ciently computable distortion map for all supersingular curves is more difficult. One way
to create distortion maps is to use [-isogenies. An isogeny is a nonconstant homomorphism
from E(F,) to another curve F;(F,) given by rational functions. If the kernel has order ,
then it is called an [-isogeny. Given a curve E for which we wish to construct a distortion
map, the image of an [-isogeny ¢ from FE is usually not . However, we can construct an
isomorphism % from the image back to F, and the map ¢ o ¢ will be a distortion map.
Which [ we use depends on the elliptic curve. We will always assume that [ is prime, as if [
is composite, we can factor [ into a product of primes I = p; - - -p,. Then the [-isogeny can
be obtained by using a composition of p;-isogenies.

In the examples given above, the distortion maps are not only isogenies, but actually are
automorphisms of the curve. In fact, these maps and their inverses are the only non-trivial
automorphisms of elliptic curves when the characteristic of I, is greater than 3 (Theorem
II1.10.1 of [59]). Note that the endomorphism rings of these curves are isomorphic to either
Z[i] or Z[@], which are the only imaginary quadratic number rings with non-trivial
units.

We now describe how to find isogenies.

6.2 Vélu’s formulae

In [63], Vélu showed how to find an isogeny explicitly. Let [ be an odd (not necessarily
prime) number. For simplicity, we'll assume the characteristic of F, is greater than 3. Let

F be a subgroup of F of order [, which we desire to be the kernel of our isogeny.
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We define ¢ in the following way. For P = (zp,yp) € F, let

d(P)=|zp+ D (wrrg—zhyr+ Y. (Wrig—uQ)
QeF—{oo} QeF—{co}

The points of F' cause some difficulty, as £~ and y., don’t make sense. To get around
this, we could use projective coordinates. We omit the details, because the basic idea is
clear. For any point P € F, we set ¢(P) = co. It is easy to see that ¢ is invariant under
translation by elements of F, and that the kernel of ¢ is F. Using the group law on the
curve, we also see that ¢ can be written in terms of rational functions. It necessarily follows

by the following theorem that ¢ is an isogeny.

Theorem 15 Let E and Ey be two elliptic curves defined over a field K, and o : E(K) —

E1(K) be a nonconstant map given by rational functions. If a(co) = oo, then « is an

150geny.

For a proof see [59] or [67]. So ¢ is an l-isogeny with kernel F, as desired.
We would like to have an easier way of computing ¢. If we set ¢(z,y) = (X,Y) then
using the formula for addition on F,
y—yo\’
X=z+ Y. ((—Q> —:n—2:cQ> :
T —xQ
QeF—{oo}
and a similar expression for Y. Using the fact that @ lies on E and some straightforward

algebra we can simplify the expression for X:

X=z+ Z

QeF—{oo}
This equation can be further rewritten. In what follows, when we use derivatives, we

2 3
3ZEQ+A+2ZEQ+AJEQ+B
T —7Q (z — 2q)?

mean the formal derivative of a polynomial defined by the familiar a%:n” = na""!. We
extend this to derivatives of rational functions by using the quotient rule. Let
D)= [ (=—=q),
QeF—{oo}
and define o by

D(z) =zt —oz!™2 4 ..
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As F is a subgroup, whenever a point @ = (z,y) € F, then necessarily —Q = (x, —y) € F,

so D(z) will be a square, D(x) = g(x)%. Note also that % =2 0er—{oo} ﬁ and

, /
(%((;))) =23 0cr m. Some more algebra shows that

322+ A 23+ Az + B
X = —20) — P :
T+ Z ((:E zQ) g + EEEE

Thus

X =lz—o0— (322 + A) l]))/((j)) —2(z® + Az + B) (l]))/((;f))>/

Up until now, we have been ignoring Y. There is a good reason to do so. Any isogeny
can be written as I(x,y) = (I(x), cyl’(z)) for some constant ¢ (see [60]). In our case it can
be checked that ¢ = 1, and so Y = y%—f, so the formula for X determines the formula for

Y. If the image of E under the isogeny is y? = 2® + Az + B, then we have

(2 + Az + B)(I'(x))? = I(x)®> + AI(z) + B.

Differentiating this, we find

(32% 4+ A)I'(z) + 2(2® + Az + B)I"(x) = 31 (x)* + A.

Note the similarity of the left hand side of the equation for X above. The similarities
become even more apparent if we make the substitution I(z) = —log D(z).

This shows that ¢ can be written as

o(z,y) = (gg; Y (gg;»

where N (z) is related to D(zx) by

N(z)
D(x)

=lr — o — (32° —I—A)% —2(23 + Az + B) (l]))/((;f))>/

We can also determine the Weierstrass equation of the image E of E. Let
D(z) =zt —oal "2 4 opa! 3 — o3l 4

and set t = A(l — 1) + 3(0? — 202) and w = 3Ac + 2B(l — 1) + 5(c® — 3002 + 303). Then
the isogenous curve is E : y% = 23 + (A — 5t)x + (B — 7w). All the above computations are

done in F,.
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More generally, Vélu’s paper does not require that [ be odd, although the equations are
easier in this case. In our applications [ is odd and prime.

Observe that along with the coefficients A and B in the equation of F, the polynomial
D(x) is enough to determine the l-isogeny. As a consequence, we will often display only
D(x), and not the explicit equations for the image (X,Y) of the isogeny. We will show how
to find D(x) in Algorithm 2 of chapter 8.

As an illustration of Vélu’s formulae, let’s take E to be the curve y? = 23 + 92 + 4 over
F13. A simple calculation finds that F has 14 points over Fi3. The point P = (0,2) has
order 7, with [2]P = (1,12) and [3]P = (8,9). Using these points, we can find a 7-isogeny.

Since we know the kernel explicitly, we easily see
D(z)=(z— 0)2(:E — 1)2(:E — 8)2 = 2% + 82° + 62 + 1222 + 1222,

and hence o0 = 5. We then compute

62° + 2t + 1123 4+ 1022 + 11z
26 4+ 825 + 624 + 1223 + 1222

625 + 2t + 1123 + 1022 + 112\’
26 + 825 + 62t + 1223 + 12:E2>
27+ 825 + 82 + 112% + 923 + 2% + 5z + 10
B (23 4 422 4 8x)2 '

N(z)
D(x)

=Tz —5— (322 +9)

—2($3+9sg+4)<

Then by Vélu, the 7-isogeny with kernel { P, [2]P, [3] P, [4] P, [5] P, [6] P, 0o} is

P(z,y) =

9

27 4+ 828 4+ 82° + 112 + 923 + 22 + 52 + 10
(23 4 422 4 8x)?

22 4+ 1228 + 527 + 625 + 92° + 62* + 1022 + 8z +9>
y .

(23 + 422 + 8x)3

To find the image of E under ¢, we observe that oo =6 and 03 =1. Sot =9(7—1) +3(4-
92-2.6)=2andw=6-9-94+2-4(7—-1)+5(8-92-6-9-6+3-1) = 9. This means the
image is E: y? = 23 4+ 122 + 6.

Let’s do an example where we have to use an extension of F13. Suppose we want an 11-
isogeny. As 11|(13°—1), we'll work over Fy410. We'll represent this field as F13(6), where 6 is
aroot of 104725+ 524 +823 + 22 +x42. Then E(Fy310) has 137859234436 = 22.72.112.24112
points. The point P = (767 + 208 + 67 + 500 4 26° + 120 + 126 + 462 + 660 + 10, 36° +
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1068 + 867 + 365 + 100 + 502 + 962 + 5) has order 11. Then if we take the x-coordinates of
P, [2]P, 3] P, [4] P, and [5]P, we get the degree 5 polynomial

g(x) = (2° + (126° + 96° + 1107 + 365 + 960° + 20* + 26° + 562 + 6 + 6)z*
+(260° 4 66° + 607 + 96° 4 70° + 116" + 6% 4 90 + 7)a?
+ (467 + 86% 4+ 807 + 116° 4 0% 4 90" + 462 + 76% + 6 + 9)a?
+ (116° 4 116°% + 307 4 5605 + 50° + 20° + 106% + 0)x
+70° +660° + 07 + 86° + 30° 4 80 + 963 + 307 4 66 + 9)?,
and D(z) = g(z)%. As mentioned before, D(x) explicitly determines the isogeny. We do not

display the complete equations for (X,Y’) here for reasons of space.
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Chapter 7
PAIRING BASED CRYPTOGRAPHY

Since 2000, pairings have been used in a variety of contexts in cryptography. Here we
list a few of the many ways pairings have been utilized. For several of these, we need a
point to have non-trivial pairing with itself, so we first need to show how we can modify
our pairings to accommodate this.

Let E(F,) be an elliptic curve. The examples we give, as well as most cryptographic
protocols, require us to work in a cyclic subgroup (P) of E(F,), where P has large prime
order n. Let D be a distortion map for P, so D(P) ¢ (P). By the nondegeneracy of the
pairings, e, (P, D(P)) # 1 and when 7,(P, P) = 1 (which is the case when k£ > 1) then
o (P, D(P)) # 1 also. Several possible elliptic curves with corresponding distortion maps
are given in the appendix.

For the remainder of this chapter, let e(P, Q) = e, (P, D(Q)) or e(P, Q) = m.(P, D(Q))
depending on whether we wish to use the Weil or Tate pairing. Note that e is still a bilinear

pairing, and satisfies e(P, P) # 1.

7.1 MOV /Frey-Riick attack

Both the Tate pairing and the Weil pairing ([45],[17]) can transform an instance of the
elliptic curve discrete logarithm problem into an instance of a finite field discrete logarithm
problem. There are sub-exponential algorithms to solve the discrete log problem in finite
fields, while no such algorithms are known for general elliptic curves. Let é be either the
Tate or Weil pairing. Note that é is different than e.

Suppose P is a point of prime order n on an elliptic curve E(F,), with n and ¢ relatively
prime. Let @ = [a]P for some unknown a. We will work in the field F x, where k is the
embedding degree. If &k > 1, this is the smallest field in which the curve has a full set
of n? points of order n. We then find an S € E[n] such that é(P,S) # 1. Note that S
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cannot be found in E(F,), since E(F,)[n] = (P). We are guaranteed such an S exists by
nondegeneracy, and with high probability a random choice of S will work. Now compute
Cp=¢é(P,S) and (g = é(Q, S) both in F x. Then
(@ = é(Q,5) = é([a] P, 5) = é(P, 5)" = (p.
We have transformed our discrete logarithm from the elliptic curve E' to the finite field F,
and the solution of the finite field problem is also the solution to the elliptic curve DLP.
The best discrete log algorithms for F » are subexponential in log(¢*), but not in log(q),

unless k is very small. So this attack will be computationally helpful only if k is small. For

supersingular curves, we have k < 6, so supersingular curves are vulnerable to this attack.

7.2 Three party key distribution

Suppose we wished to create a common key between three parties Alice, Bob, and Charles.
One way to do this is to extend the Diffie-Hellman key exchange. Given a point P on an
elliptic curve E(F,), Alice chooses a secret number a, Bob chooses secret b, and Charles
chooses secret c. In the first round, Alice sends [a] P to Bob. Bob sends [b] P to Charles, and
Charles sends [c] P to Alice. In the second round, Alice computes and sends [a|([¢]P) = [ac] P
to Bob. Bob likewise sends [ab]P to Charles, and Charles sends [bc]P to Alice. All three
users can now find the common key [abc]P. It is natural to wonder if there is a one round
tripartite key exchange.

In 2001, Joux [28] found a way to do exactly this using pairings. In the first round, Alice
sends [a]P to both Bob and Charles. Bob sends [b]P to Alice and Charles, and Charles
sends [c] P to Alice and Bob. Then all three parties can compute the key e(P, P). For

example, Alice can compute
e([b]P, [c] P)* = e(P, P)"".
An attacker who wished to find the key would need to find e(P, P)%¢, given P, [a]P, [b] P,
and [c¢]P. This is what’s known as the bilinear Diffie-Hellman problem. Most pairing based
cryptosystems rely on this or some similar problem for security.

This simple three party key exchange was one of the first applications of bilinear pairings

to cryptography, and stimulated a lot of interest in the area.
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7.3 Separating DH from DDH

Given points P, [a] P, and [b]P on an elliptic curve E defined over a finite field, the Diffie-
Hellman problem(DH) is to compute [ab] P.

Let P;, P, P3, and Py be points in the subgroup (P;) of E(F,), with P, = [a|P; for
some a. The decision Diffie-Hellman problem(DDH) is to determine if Py = [a]Ps. If
one can solve the Diffie-Hellman problem (which is sometimes called the computational
Diffie-Hellman problem to distinguish it from the DDH), then one can solve the decision
Diffie-Hellman problem as follows. Solve the Diffie-Hellman problem for the triple P;, P» =
[a] P1, P3 = [b] Py, to get [ab]P,. Note that [ab]P; = [a]([b]P1) = [a|Ps. So Py = [a]Ps if and
only if Py = [ab] P, and we have solved the decision problem. This shows that the decision
Diffie-Hellman problem is no harder than the computational Diffie-Hellman problem. Can
we find an example of a group where the decision Diffie-Hellman problem appears (based
on known algorithms) to be strictly easier than the Diffie-Hellman problem?

Joux and Nguyen [30] used pairings to find such a group. Both the Tate and Weil pairing
will work (when combined with a distortion map), as the key feature needed is bilinearity.
If e(P1, P3) # 1, then we compute e(P;, Py) and e(P,, P3). If these values agree, then
e(Pa, P3) = e([a] P, P3) = e(P1, [a] P3), and if n is prime this implies Py = [a|P;. Conversely,
if Py = [a]Ps, then clearly e(Py, Py) = e(P1,[a]P3) = e([a|P1, P3) = e(P,, P3). Joux and
Nguyen showed how to construct elliptic curves where the decisional Diffie-Hellman problem
can be solved in polynomial time using pairings, but the computational Diffie-Hellman is
provably as hard as the discrete logarithm problem on the curve.

Using Algorithms 2 and 3 of chapter 8, we can construct more examples of curves for

which the DDH is "easy”, as the following theorem shows.

Theorem 16 Let E be an elliptic curve constructed using Algorithm 1, or one of the curves
in the appendiz. Let P € E(F;) have prime order n. Then the decision Diffie-Hellman

problem in (P) is efficiently solvable.

The proof was outlined in the paragraphs preceding the statement of the theorem.



57

7.4 Determining group structure

If we know the number of points N of an elliptic curve E over F,, we can use pairings to

determine the group structure. The following theorem from [67] tells us the possibilities.
Theorem 17 Let E(F,) be an elliptic curve. Then

EFy) =Zn or Ly, & ZLn,
for some integers ni,ny with nyng = N and ni|ns.

V. Miller has created a random polynomial time algorithm which finds the group struc-

ture using the Weil pairing [47].
7.5 Identity based encryption

In 1984, Shamir [56] introduced the notion of identity based cryptography. With public key
cryptography, if a user Bob wishes to send a message to Alice, he needs to know Alice’s
public key. How can Bob be sure he has Alice’s key, and not that substituted by some
malicious attacker? One answer lies in the use of certificates. Some trusted authority can
issue a certificate with some form of Alice’s identification, along with her public key. Bob
can check the trusted authority’s signature on the certificate to be confident he knows Alice’s
key.

Shamir came up with the idea of using some form of Alice’s identification for her public
key, thereby avoiding the need for a certificate. This could be her email address, for example.
Anyone sending a message to Alice would then know Alice’s public key. The notion of
identity based encryption extends to identity based signature schemes, identity based key
exchanges, etc. It wasn’t until 2001 that a practical identity based encryption scheme was
created by Boneh and Franklin [4]. We will illustrate a basic version of their scheme.

We need two hash functions,
Hy :{0,1}" — (P)

Hy:Fy — {0,1}™



58

where P is a point on an elliptic curve E(F,), and k is the embedding degree. If we represent
Alice’s identification as I D 4, then her public key is K4 = (ID4). A trusted authority with
master secret key s gives Alice her private deciphering key D4 = [s]H1(K 4). The trusted
authority has public key S = [s]P.

To send her a message M € {0,1}™, Bob computes @Q = Hy(K 4) and selects a random
integer r. He also computes R = [r]P and ¢ = M @ Hs(e(Q, S)"). He sends Alice the pair
(R, c).

To decrypt, Alice uses her private key D4 to calculate ¢ ® Ha(e(D 4, R)). This is equal
to

¢ ® Hy(e([s]Q, [r]P)) = ¢ & Ha(e(Q, 5)") = M.

Anyone other than Alice wishing to decrypt the message M from (R, c) needs to be able
to compute e(Q,S)" = e(Q, P)™ given P, @, S, and R. This requires solving the bilinear

Diffie-Hellman problem.
7.6 Short signatures

Boneh, Lynn and Shachem ([5]) used pairings to construct a signature scheme with much
shorter lengths than other signature schemes. Let H; be the hash function from the previous
section. Alice’s private key is a secret integer r, and her public key is R = [r]P. To sign a
message M, Alice computes S = [r|H1(M). Her signature is S. Anyone wishing to verify
her signature can check if e(P, S) = e(R, H;(M)). This equality holds for a valid signature

e(P,S) = e(P, [r]Hi(M)) = e([r]P, H((M)) = e(R, Hi(M)).

Somebody wishing to forge a signature on M needs to be able to find S = [r|H;(M),
given P, R, and H;(M), which is a Diffie-Hellman problem in (P).
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Chapter 8
THE ALGORITHMS

8.1 Theory

Recall that to generalize Verheul’s theorem, we need an algorithm to create trace zero
supersingular curves, as well as an algorithm to find distortion maps. In this section we
provide algorithms which do this.

An elliptic curve is said to have complex multiplication if its endomorphism ring is
larger than Z. Theorem 14 states that elliptic curves over finite fields always have complex
multiplication. We will use curves with complex multiplication to obtain supersingular
curves.

The key result needed is the Deuring reduction theorem ([14]).

Theorem 18 Let E be an elliptic curve defined over a number field with complex multi-
plication by an order O contained in the imaginary quadratic field Q(v/—d). If p is a good
prime which doesn’t split in Q(v/—d), then the reduction of E mod p is a supersingular
curve. If p splits then the reduction of E mod p is ordinary.

For example, the curve E : y?> = 23 + z defined over Q has complex multiplication

because the map

is an endomorphism over Q(v/—1). A prime p splits in Q(v/—1) iff p=1 mod 4, so we see
that F is a supersingular curve over I, for any prime p = 3 mod 4. Similarly, by looking
at which primes split in Q(v/—3) we see that the curve y? = 23 — 1 is a supersingular curve
over F, whenever p = —1 mod 6.

It is well-known that there are 9 imaginary quadratic fields with class number one. These
are Q(v/—d) for d=1, 2, 3, 7, 11, 19, 43, 67, and 163. Since roughly half of all primes split

in each Q(v/—d), we can use one of these quadratic imaginary fields to create supersingular
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1
29

curves over F,, for all but a fraction (55) of the primes. In [60], Silverman has a table of
elliptic curves defined over Q with complex multiplication in each of these nine fields. So
for a given prime p, if we are looking to find a supersingular curve over I,, then with high
probability, we can use one of these curves. Note that if p > 3, then the curve will have
trace zero by Hasse’s theorem.

This doesn’t work for all primes, and we would also like to find supersingular curves
over arbitrary Fy, not just prime fields. The algorithm of R. Broker in [7] allows us to find a
supersingular curve over a prime field. This curve can then be twisted to get a supersingular
curve over an extension field. The input to this algorithm is a finite field IF, of characteristic

p. The output is a supersingular curve E such that E‘(qu) is isomorphic to Fy x Fy. For

p = 2 see chapter 9.

Algorithm 2 — Finding the Curve

1. (optional) If p is inert in any of the nine class number one fields, then get E from the

appendix. Go to step 6.
2. If p = 3 then let E be the curve y? = 2® + 2. Go to step 6.
3. Find the smallest prime [ =3 mod 4 such that (_7[) =—1.
4. Construct the Hilbert class polynomial Py (x) mod p, where K = Q(v/—1).

5. Find a root j of Pk (x) in F,. Then j is the j-invariant of our desired E, and if we set

27j

= I(1728—;) thenEiy2=$3+ax—ahasj(E):j.

a

6. a) If f = [F, : ] is odd, twist £/ by a quadratic nonresidue 3 in F,2. That is,
E‘(qu) cy? =23 + afPr — af.

b) If f is even, let E be E considered as a curve over Fp2.

We now explain the algorithm and why it is correct. Let E be an elliptic curve over

C with complex multiplication by the maximal order in the field K = Q(v/—I). Let H be
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the Hilbert class field of K, which is the maximal abelian unramified extension of K. Then
[H : K] is the class number hx of K, and H = K[x|/(Pk(z)), where Pg(x) is the Hilbert
class polynomial of K. The polynomial Pk (x) is the minimal polynomial for the modular
function j of E (see Section 6.3), and is a monic polynomial with integer coefficients.

If we take a prime p that doesn’t split in K, then the roots of Px mod p are the j-
invariants of supersingular curves by Deuring’s reduction theorem. By Lemma 2.3 of [7], if
d is prime, and d =3 mod 4, then Pk has a root in IF,. This shows that the elliptic curve
E we obtain in step 5 of Algorithm 2 is a supersingular curve over F,,.

The choice of [ to be the smallest such prime is important. For the purpose of just
finding a non-residue in provably polynomial expected run time, one just tries random
I < p. However, the run times of Algorithms 2 and 3 depend crucially on the size of [, so
we choose it to be as small as possible. An alternative choice could be to choose [ so that
the class number of Q(y/—[) is minimal.

From the classification of supersingular curves given in chapter 2, we see that if f =
[F, : Fp] is odd then the trace of E over F, is 0. Then as described in chapter 4, the twisted
curve over FF 2 is isomorphic to two copies of the multiplicative group of Fy. If instead f
is even, then first recall that E(IF,) has trace 0. When we consider E as a curve over F,
the trace is then +2,/q, and considered over F 2 the trace is —2¢. Thus the output of the
algorithm is as desired.

Our second algorithm finds a distortion map for supersingular curves, assuming we
know the imaginary quadratic field where they have complex multiplication. In particular,
this holds for the curves returned by algorithm 1. If the field of complex multiplication
is unknown, Kohel’s algorithm [35] could be used to find it, but the algorithm runs in
exponential time.

The following algorithm is adapted from an algorithm of Stark [61]. The input is a
supersingular elliptic curve E(F,), ¢ = p/, with complex multiplication by Q(v/—1). We
need [ coprime to p, and we’ll assume [ is odd, though I need not be prime. The output is
a distortion map for the subgroup (P), where P is any point of prime order r, with r /pl.

Associated to each elliptic curve over C, there is a function known as the Weierstrass p

function. For background information on g, see [32] or [67]. Algorithm 3 uses the power
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series expansion of p(z) to find D(x). All computations are done mod p, unless p is small.

In that case, we reduce mod p at the end of the algorithm.

Algorithm 3 — Computing the Distortion Map

1. Find the series expansion of p(z) up to precision z%.

2. Let T(z) = p(v/—l1z) up to precision z*.
3. Set n=—-1,g_o=1,and ¢_1 =0.

4. While the degree of ¢, is less than [ — 1 do:
a) Define r and ty, by T'(z) = ?T: + . to+ 122 + ...
b) Let n =n+1 and a,, = 0.
¢) While r > 0 do:
i) Set a, = a, + to,2".
ii) Let T(2) = T(2) — torp(2)" mod z%.
iii) Re-define r and to, by T'(z) = %%% +o g+t +
d) Let ¢, = angn-1 + gn—2.
e) If n =1—1 then go to step 5.

f) Let T(z) = 1/T(2) mod 2%
5. Let D(z) be the polynomial g, (z)

6. Use Vélu’s formulae on the polynomial D(z). This gives us an explicit [-isogeny ¢

(defined over F,) from E to an isogenous curve Ej.

7. Construct an isomorphism ¢ from E; back to E. The distortion map is H = 1 o ¢.
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It is well-known that we can compute the expansion of p(z) in the following way (see [6]).
If the equation for our curve E is y? = 23 + Az + B, then let ¢; = —A/5 and c; = —B/7.
We define ¢, for k > 3 by

Then
1 oo
p(z) = ) + z;cizzl
1=

Algorithm 3 relies on the following theorem. A proof can be found in [11].

Theorem 19 Let E be an elliptic curve with complex multiplication by Q(+v/—1). Then the
weierstrass p function satisfies

 Np()
V=) = Do)

where N(x) and D(x) are relatively prime polynomials with the degree of N(z) being equal
to I+ 1, and the degree of D(x) is .

The polynomial D(z) is computed by using a classical continued fraction expansion

N(z)

algorithm. The rational function D(z) is the same as that arising from Vélu’s formula in

section 5.2, and as shown there, the polynomial D(z) allows us to easily compute ggg

The isomorphism from F; back to E is easily computed from the coefficients in the
equations of the curves. Indeed, if E is the curve y? = 23 + Az + B, and E; is given by
y? = 2% + Az + By, then the isomorphism 1 : By — E is given by

U@, y) — (Wz, 1’y),
where p satisfies
pt=A/A if Ay #0
ub = B/B,; if By # 0.
When p ¢ F, then given P € E(F,), we see H(P) ¢ (P) C E(F,). So it is easy to verify

that H is a distortion map for P in this case. Even if p € [y, we can still show H is a

distortion map. We’ll need the Deuring lifting theorem [14].



64

Theorem 20 Given an elliptic curve E defined over a finite field, and an endomorphism
a of E, then there exists an elliptic curve E defined over a finite extension K of Q and an
endomorphism & of E such that E is the reduction of E by some prime ideal of the ring of

integers of K, and « is the reduction of &.

By our construction in Algorithm 3, E has complex multiplication by an order O C
Q(v/—=1). If a is an element of O, then the size of the kernel of « is equal to N(a). Note the
only elements in O with norm [ are ++v/—[. From this it follows that since our map H has
a kernel of size [, that on E we have H? = —[. That is, H(H(P)) = [~I]P, for all points
P on E. For H to be a distortion map, we need a point P € E(F,) such that H(P) & (P).
Theorem 6.1 of [23] proves that as long as P has prime order r > 3 such that r f/pl, then H
is a distortion map for P.

We remark that there are other ways to find the polynomial D(z). In [15], Elkies
describes a way to compute D(x) by parameterizing modular curves. Elkies’ methods are not
organized into an actual algorithm. To use his ideas, one also needs a nice parameterization
of the modular curve Xy(l), which may not be easy to find. Elkies estimates that the
complexity of his technique is roughly O(I%) bit operations, although he emphasizes that no
rigorous analysis has been done. In comparison, the algorithm given in this paper to find
D(z) is also 0(1*) bit operations, but is much easier to implement.

Another way is to use torsion polynomials. If we wish to find an [-isogeny, we first
compute ®;, the [-th torsion polynomial of E. The factorization of ®; will usually yield
an irreducible factor g(z) of degree 5. Then D(z) = g()2 This method is less efficient
than Algorithm 3, but when [ is small the difference is negligible. It also has the advantage
that finding torsion polynomials and factoring polynomials are both standard computations
already programmed in most computer software packages. We also note that we can use this
method to sometimes find simpler distortion maps. This is possible when there are elements
of norm smaller than [ in the ring of integers of Q(v/—1). An element with norm m < [ will
yield an m-isogeny, which by Vélu will have a simpler equation than the distortion map we
get from algorithm 3. For example, when [ = 11, the element o = @ has norm 3,

so we can find a 3-isogeny. Instead of factoring the torsion polynomial ®1;(x), we would
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instead factor ®3(z), to obtain g(x), which would be a degree 1 polynomial, rather than a
degree 5 polynomial. This factor g(x) will typically be defined over an extension field.

In chapter 11, we’ll give examples using both algorithms. We also applied Algorithm 2
to the curves with complex multiplication in a quadratic imaginary field of class number
one. This gives 9 explicit curves with distortion maps. If p is the characteristic of F,, then
unless p splits in all nine fields, we can use these curves with their distortion maps. The
distortion maps are listed in the appendix. We can use these for all but a small fraction of
primes p.

We could carry this approach further, obtaining explicit curves and distortion maps for
the twenty fields with class number 2. This is possible as the Hilbert class polynomial Py
is a quadratic, and we can find the roots of Px. We give an example of how to do this
in chapter 11. However the equations become more complicated as the class number rises.
For imaginary quadratic fields K with class numbers higher than 2, one either needs a root
of the Hilbert class polynomial (which has degree 3 or more), or an equation of an elliptic
curve defined over a number field which has complex multiplication in K. Both problems
seem to be difficult, and this technique would only be needed for the primes which split
in all twenty nine of the fields with class numbers 1 and 2. For such a prime one can use

Algorithms 2 and 3 to find a curve and distortion map.
8.2 Complexity analysis

Let us analyze the complexity of our algorithms. We will use O-notation, which means
that terms which are of logarithmic size in the main terms are ignored. We start with the
algorithm to construct supersingular curves. We are assuming that the characteristic p of
our field satisfies p > 2. For p = 2 see chapter 9.

Step 3 requires the computation of a quadratic non-residue mod p. Assuming the gen-
eralized Riemann Hypothesis (GRH), we can find a prime [ congruent to 3 mod 4 with
(%) = —1 with [ < 2(logp)?, see [36], [1]. Without the GRH, the best bound is due to
Burgess ([8]), who proved that there is an [ with [ < pﬁ(log p)2. Heuristically, we expect

roughly one half of the primes to be non-residues, so in practice we expect [ to be very low

for most primes p. As there are 24 primes less than 200 congruent to 3 mod 4, we could
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expect that for roughly all but 2% of the primes, we will have [ < 200.

If one is not content with an estimate for [ that heuristically holds for all but a very
small proportion of primes (namely, a constant bound on 1), then one can get a bound on
[ heuristically that holds for any p. This bound is no longer constant, but it’s better than
the provable bound using the GRH.

For large = and some constant ¢, consider the set
{primes p<x ‘ <_—‘7> =1 for all primes j = 3 mod 4 with j < clog:nloglog:n} .
p

Heuristically, this set should have cardinality approximately m(z) and if we

ST
take ¢ > @, then for large z, this is asymptotically < 1. This follows as 7(clogx loglog )
is easily seen to be asymptotic to clogz. Hence, for large x, there is a high probability the
set is empty. Thus heuristically we expect [ to be bounded by O(logploglogp) = O(logp).
The remainder of the complexity analysis relies heavily on which estimate we use for [.

We next examine the cost of computing the Hilbert class polynomial Py, where K =
Q(v/=I). By [3], Px can be computed in O(I) bit operations. Assuming the GRH, | =
O((logp)?), and the complexity is O((logp)?) bit operations. Again, as [ will typically be
small, Pg could be computed and stored in a table, say, for all [ < 200, and this would be
sufficient for most primes. In fact, such a table exists for all I < 107 [34].

Step 5 requires us to find a root of Px in F,, which it has by construction. Root
finding is a special case of factoring polynomials over F,, and we will discuss how we get

the complexity estimate when we discuss our third algorithm. If h is the class number of

K, the root j can be found probabilistically with an expected run time of O(h(logp)?) bit

1

operations with a chance of failure less than 5,

where 7 is the number of roots in F,. We

can run the algorithm k times so that the failure probability is less than 2}1« Ifd>0is

—logd
rlog 2

The Brauer-Siegel theorem tells us that h = O(y/disc(K)) = O(v/1). So under the GRH,

given, then if we run the algorithm times, then the chance of failure is less than J.
h = O(logp), and the complexity is O((logp)*) bit operations.

Finally, if we need to twist the curve produced to get another trace, then this can be
done by simple field arithmetic. The cost of this is negligible when compared with the rest
of the algorithm.
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If we do not assume the GRH, then we have an exponential algorithm. With the GRH
assumption, the total algorithm has an expected run time of O((logq)*) bit operations .
Under heuristic assumptions, our non-residue [ will be even smaller, and the algorithm will
be very quick.

We next look at the algorithm to compute distortion maps. In step 1 we find the series
expansion of p(z) = Z% + > ¢;z%. Using the recurrence given, we can find ¢; through
c; in O(1%(log ¢)?) bit operations. The time for steps 2 and 3 are certainly less than this.
Step 4 is the dominant part of the algorithm, and part f) is the most time consuming step.
Inverting T'(z) mod 2% can be done in time O(I?(log¢)?), so the total time for this step is
O(13(log ¢)?) bit operations. The multiplications in part d) are also O(I3). Part ¢) requires
calculating p(z)", where r is bounded by 21 — 2. Thus the complexity of this part is at most
O(13(log ¢)?) bit operations. All of these computations with power series can be done by
standard algorithms (see [24] or [57]). Assuming the GRH, step 4 requires O((logq)®) bit
operations.

The remaining steps in computing the distortion map involve performing arithmetic with
polynomials in Fy[z] or F2[z], which can be done in time O(I?(logg)?). Under the GRH,
this is O((logq)%).

Heuristically, the algorithm to construct distortion maps should be efficient. This is
because everything depends on the quadratic non-residue [ we find in the first algorithm.
As explained before, we expect [ to be small. It should also be noted that our estimates
are based on the simple quadratic-time algorithms for both multiplying polynomials and
field operations. Using faster multiplication techniques would obviously give even lower

complexity bounds.
8.3 Timings

Overall, we find that we can construct a suitable elliptic curve and distortion map in an
ex